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About Disruptive Analysis 


  London-based analyst house & strategic consulting firm 
  Cross-silo, contrarian, visionary, independent 
  Advisor to telcos, vendors, regulators & investors 
  Covering VoIP since 1997 & 3G/4G mVoIP since 2007 
  Covering WebRTC since mid-2011 
  Published report on “Telco-OTT Strategies”, Feb 2012 
  Report & updates on WebRTC, from Feb 2013 
  Workshops on Future of Voice & TelcoOTT 
 
Twitter @disruptivedean  Blog: disruptivewireless.blogspot.com 
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Speakers took different views... 
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QoS is/isn’t critical 


Interoperability is/isn’t essential 


IMS will/won’t be core to 
future services 







Voice & messaging are fragmenting 


Convergence   Fragmentation 
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Some speakers saw this as a problem. 
Disruptive Analysis believes it is beneficial 







Not everything is a “call” 
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NTT examples at ICIN: 
 
Iro-Coco augmented reality 
Air-Stamp customer support 
Smart TV experiences 
Office in the Cloud 







Islands (of all sizes) can add value to users 
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Should interoperability be assumed & 
designed in? Or added later? 







The death of ubiquity? 
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Ubiquitous 
Standardised 
No choice 
Fits with peers 
Value consistency of items 
Fixed & “curated” combination 


Personalised 
Mix of “standard” & niche 
Wide choice 
Fit with peers & wider society 
Diversity in value of items 
Individual combination 
 


Mobile calls 
SMS 
Email 


Mobile calls 
SMS 
Email 
(RCS?) 


99% of personal comms 
for all use cases 


Interoperability 
Lowest common 


denominator? 
Generalised APIs? 


Perfect fit for 
specific use 
cases. Silos 


+ 







WebRTC viewed important by speakers 


  Multiple use cases 
  Recognition of near-term complexity but fast speed 
  Suggested for 


  Extension of CS phone service via the web 
  Creation of standalone services & cloud platforms 
  Extension of IMS to devices without apps/clients 
  Interoperability of telco world with web PaaS 
  Enterprise services 
  TV-based capabilities 


  Some telco speakers’ opinion differ from Disruptive 
Analysis (eg relevance & utility of IMS interop) 
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Regular Q at ICIN “Where’s the money?” 
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Real-‐Time	  Privacy-‐Preserving	  
Cobrowsing	  with	  Element	  Masking	  


Joern	  Franke,	  Bin	  Cheng	  


NEC	  Laboratories	  Europe	  


Company logos may appear on this title page 







Agenda	  


•  Co-‐Browsing	  Service	  
– Background,	  tradi9onal	  solu9on,	  and	  problems	  


•  New	  Solu9on	  for	  HTTPs-‐based	  Web	  Services	  
– New	  approach,	  major	  design	  issues,	  and	  features	  


•  Use	  Cases	  
– Demonstra9ons	  and	  technology	  transfer	  
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Web-‐based	  Co-‐browsing	  Service	  
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Mary 


John 


Paul 


amazon 


Co-browsing 
service 


allow the users from different places to browse the same web site/page simultaneously 
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Tradi9onal	  Solu9on	  for	  Co-‐browsing	  
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web  
services 


Co-browse Server 


Creator Par9cipants 


HTML DOM 


DOM DOM 


Event 
Event 


1. Fetch content from the original web server 
 
2. Inject some code into co-browsed web pages 
 
3. Send content to all users in the same session 
 
4. Propagate events from one to all 
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Exis9ng	  Problems	  


•  A	  web	  proxy	  in	  between	  the	  original	  web	  site	  
and	  all	  par9cipants	  
–  The	  page	  content	  will	  first	  go	  through	  the	  web	  proxy	  
–  The	  web	  proxy	  can	  see	  and	  change	  the	  page	  content	  


•  Problems	  
–  Impossible	  to	  protect	  user	  privacy	  
–  HTTPs-‐based	  services	  not	  supported	  	  
–  Need	  to	  fully	  trust	  the	  co-‐browsing	  server	  
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HTTPs-‐based	  Services	  
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Online banking Online shopping  


Insurance Application 
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Our	  New	  Approach	  
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web  
Application Server 


Co-browse Server 


Session Creator Par9cipants 


HTML DOM 


DOM’ Event 


CoBrowse 
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HTML DOM 


DOM’ 
DOM’ 


Event 
Event 







How	  It	  Works	  
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John 


amazon 


Co-browse 
Server 
 


CoBrowse Button 


cobrowse.js 


Mary 


1 
2 


3 


EDIT/CONFIRM 


4 


sid 


sid + key 


MASK MODEL TEMPLATE 
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Privacy-‐preserving	  


•  Data	  controlling	  
– The	  session	  creator	  has	  the	  control	  	  


•  decide	  which	  part	  of	  content	  	  to	  be	  showed	  to	  the	  
other	  par9cipants	  


•  Element	  marking	  
– Visualize	  Interface	  or	  rule-‐based	  specifica9on	  


•  Data	  obfusca9on	  
– Hide	  the	  private	  informa9on	  associated	  all	  
marked	  elements	  	  


•  images,	  divs,	  forms	  
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Data	  Controlling	  


•  Two	  steps	  to	  control	  what	  to	  hide	  
– Controlled	  by	  the	  applica9on	  server	  


•  Ini9al	  setup	  for	  privacy	  protec9on	  
•  Use	  an	  external	  file	  to	  specify	  which	  element	  should	  be	  
hidden	  


– Controlled	  by	  the	  session	  creator	  
•  The	  first	  user	  customizes	  what	  to	  hide	  on	  the	  co-‐
browsed	  page	  


•  Select	  elements	  to	  hide	  before	  announcing	  the	  session	  
•  Visualized	  user	  interface	  to	  select	  elements	  
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Data	  Obfusca9on	  


•  Problem	  
– How	  to	  hide	  some	  elements	  without	  affec9ng	  the	  
page	  layout?	  


•  Methods	  
– Replace	  the	  element	  with	  some	  faked	  informa9on	  
(proper9es/content)	  


– Be	  adap9ve	  to	  the	  element	  type	  
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Mask	  Rules	  
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Event	  Synchroniza9on	  


•  Problem	  
– How	  to	  synchronize	  user	  interac9on	  based	  on	  two	  
slightly	  different	  DOM	  trees?	  


•  Methods	  
– Do	  not	  propagate	  the	  events	  associated	  with	  
private	  elements	  directly	  (some	  data	  obfusca9on	  
is	  s9ll	  needed,	  for	  example,	  typing	  events)	  
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Secure	  Data	  Propaga9on	  


•  Problem	  
– Can	  we	  have	  less	  trust	  on	  the	  co-‐browse	  server?	  


•  Methods	  
– Establish	  secure	  data	  connec9ons	  with	  the	  co-‐
browse	  server	  


– Use	  a	  third-‐party	  to	  spread	  the	  generated	  
symmetric	  key	  


– All	  joined	  users	  shared	  the	  same	  key	  for	  
decryp9ng	  the	  propagated	  events	  and	  content	  
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Use	  Case	  (1):	  Insurance	  Support	  Service	  
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Customer (End-user) CRM Agent 
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Use	  Case	  (2):	  NEC	  SaaS	  MarketPlace	  
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Demonstrated at MWC’13 


Also integrated with WebRTC 
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been sold to Deutsche Telekom in CZ repubic as one of the main features 







Summary:	  NEC	  Cobrowsing	  


•  Privacy-‐preserving	  
–  The	  par9cipants	  can	  not	  see	  the	  sensi9ve	  private	  informa9on	  
of	  the	  session	  creator	  


–  The	  first	  user	  has	  a	  full	  control	  on	  the	  content	  to	  co-‐browse	  
–  The	  co-‐browsing	  service	  provider	  can	  not	  see	  the	  propagated	  
events	  and	  content	  


•  Secure	  	  
–  No	  need	  to	  install	  any	  browser	  extensions/plugins	  (the	  
damage	  to	  the	  local	  resource	  is	  not	  possible)	  


–  All	  communica9ons	  are	  HTTPs-‐based	  (The	  intermediate	  
aZack	  is	  not	  possible)	  
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S4‐3
A Web Synchronization Method for 
Supporting Real and Non‐Real‐Time  


Web Communication


Kazuyuki Tasaka; Tomohiko Ogishi; Akira Idoue
KDDI R&D Labs, Japan







Outline
• Introduction
• Typical Web Synchronization
• Architecture for Synchronization
• Issues of Conventional Technologies
• Proposed Functions
• Experimental Environment
• Experimental Results and Evaluation
• Conclusion
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Introduction
• Web communication services such as 
voice/video conference and remote operation 
to support the conference service have been 
gaining wide acceptance in the Internet.


• Web communication services help smooth 
communication with support by an operator 
even if users are inexperienced at browser 
operations in the services.
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Two Use Cases As Our Goal
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Use Case 1: real‐time web communication as a 
conventional service


Use Case 2: non‐real‐time web communication as an 
extended services







Typical Web Synchronization
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1. Detection of Browser Operations
2. Check of Conversational Partners
3. Share of Browser Operations







Architecture for Synchronization
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Issues of Typical Web Synchronization
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• Issue1
The browser cannot receive the actions of operations
in non‐real‐time web communication.







Issues of Typical Web Synchronization
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• Issue2
The web server cannot store browser operations and 
sequentially run the operations on the browser.







Issues of Typical Web Synchronization
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• Issue3
The output time between each web content is different 
and the difference causes out‐of‐synchronization.







Proposed Functions (1/3)
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• Function 1: Share of delay tolerant operations
A web automatically stores the operations as data set 
and shifts timing to share the stored data.







Function1: Share of Delay Tolerant Operations
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Sequence of web synchronization 
for real‐time web communication


Step1: Synchronization Start
Process 1 to 6


Step2: Web Synchronization
Process 7 to 13 (Sharing)
Process 8’, 12’ (Store)


Step3: Synchronization End
Process 14 to 15, 15’


Step1


Step2


Step3







Function1: Share of Delay Tolerant Operations
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Sequence of web synchronization for non real‐time web communication


Control of 
Notification Time


Sequential Run 
on Browser
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• Function 2: Change of synchronization methods
The web server and browsers decide and change the 
way to assemble some scripts in a webpage.


Proposed Functions (2/3)







Function2: Change of Synchronization Methods
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Real‐Time Communication
Addition of Scripts for
Synchronization of Each UI Element


Non‐Real‐Time Communication
Assembling of Scripts for  
Synchronization of Some UI Elements
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• Function 3: Synchronization for different content
This function achieves web synchronization between 
different types of web content.


Proposed Functions (3/3)







Function3: Synchronization for Different Content
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Point1:
Notification Timing of 
Operations  <
Sending Timing of
Streaming Content


Point2:
Notification Timing of 
Operations  >
Sending Timing of
Streaming Content


Control of 
Notification Time
For Sharing of 
Operations







Function3: Synchronization for Different Content
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Experimental Test Bed Setup
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Experimental Items
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• Item1
Difference in output time of web content among browsers 
according to increase of difference in bandwidth among 
devices.


• Item2
Difference in output time of web content among browsers 
according to increase of web content size.


• Item3
Difference between the output time of streaming data and 
the output time of non‐streaming data.







Experimental Result1
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• Difference in output time of web content among 
browsers according to increase of difference in 
bandwidth among devices.
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Experimental Result2
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• Difference in output time of web content among 
browsers according to increase of web content size.
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Experimental Result3
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• Difference between the output time of streaming data 
and the output time of non‐streaming data.
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Conclusion
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• We proposed a web synchronization method 
for supporting real and non‐real‐time 
web communication among browsers. 


• The proposed method shifts the output time on 
browsers according to operator’s situation and 
the network delay and rendering performance.
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The End
Kazuyuki Tasaka
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Why	  Wallet-‐on-‐Wheels?	  


Wallet-‐on-‐Wheels	   2	  16	  Oct	  2013	  


Why	  we	  need	  Wallet-‐on-‐Wheels?	  
•  Convenient	  	  cashless	  payments	  when	  travelling	  
•  ‘Micro-‐payments’	  -‐	  too	  small	  for	  credit	  cards	  
•  Enhanced	  security	  using	  Car’s	  credenBals	  
•  BeDer	  way	  to	  pay	  for	  	  automo7ve	  services!!	  


Why	  not	  do	  it	  all	  with	  Smartphones?	  
•  True	  -‐	  MoM	  (Mobile	  Money)	  is	  more	  general…	  but	  
•  Cars	  are	  less	  vulnerable	  	  
•  AutomoBve	  services	  uBlize	  the	  car’s	  instruments	  	  
•  Separates	  travel	  expenditure	  from	  private	  usage	  


What	  are	  the	  WoW	  Growth	  Areas?	  
•  On-‐the-‐road	  (fuel,	  toll…)	  
•  Driver’s	  roadside	  assistance	  	  
•  In-‐car	  informaBon	  (LBS,	  NavigaBon,	  route-‐
news,	  route-‐weather)	  


•  In-‐car	  entertainment	  (streaming	  audio)	  
•  Car	  maintenance	  (tyres,	  garage…)	  
•  Roadside	  micropayments	  (snacks)	  
•  Off-‐road	  transport	  (eTickeBng,	  parking)	  
•  Travel	  related	  (hotels…)	  
•  Enterprise	  informaBon	  (delivery	  schedule…)	  
•  ….more	  when	  easy-‐pay	  is	  in	  place!	  


US Federal Reserve report states that “concerns about the security of the technology were the primary reason 
given for not using mobile payments (42%)” 







Why	  Now?	  
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Ready	  Technology:	  
•  Cars	  on-‐board	  processing	  power	  and	  smart	  UI	  
•  Car	  communica7ons	  is	  becoming	  universal	  
•  M2M	  communica7on	  is	  now	  established	  
Proven	  and	  Specified	  Technologies:	  
•  User	  Interfaces	  (touch-‐screen	  dashboard,	  voice	  command)	  
•  Car	  communicaBons	  (3G/4G,	  NFC,	  Bluetooth,	  WLAN)	  	  
•  Car	  embedded	  UICC	  (Universal	  	  	  Integrated	  Circuit	  Card)	  
•  Car	  SMS	  (TDM!)	  and	  IP	  Messaging	  
•  PKI	  (Public	  Key	  Infrastructure)	  for	  cerBficaBon	  
•  M2M	  provisioning	  Over	  The	  Air	  (OTA)	  
•  M2M	  CommunicaBon	  IdenBty	  Module	  (MCIM)	  -‐	  proposed	  	  
•  Generic	  Boot	  Strap	  (GBA),	  AKA	  (AuthenBcaBon	  Key	  
Agreement	  -‐	  RFC	  3310)	  in	  and	  ISIM	  (IMS	  SIM)	  procedures	  


Ready	  Business:	  
•  Mobile-‐Money	  is	  backed	  by	  mainstream	  banking	  
•  Transport	  contactless	  eTickeBng	  is	  successful	  
•  There	  is	  ecosystem	  of	  cashless	  retailers	  	  	  
Pressing	  Issues:	  
•  Rampaging	  cyber-‐fraud	  demands	  improved	  security	  
•  Limited	  automoBve	  payment	  facili7es	  choking	  


growth	  of	  car-‐related	  services	  	  







Cars	  &	  Users	  
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Subscrip7on3	  


Acc3	  Acc1	   Acc2	  Acc1	   Acc3	  


A.	  Shared	  Account	  
e.g.	  family	  members	  


B.	  Shared	  Subscrip7on	  
e.g.	  car	  hire	  or	  car	  pool	  


C.	  Shared	  Vehicle	  
e.g.	  enterprise	  	  assigned	  driver	  


Subscrip7on	  Subscrip7on	  


Group	  	  	  En7ty	  


    Two Main principles:  
  Separation of account and subscription 
  Users may be temporarily or permanently associated with a car 


Acc2	  


Subscrip7on2	  
Subscrip7on1	  


Acc1	  


  Account = managed credit and payments 
 Subscription = authentication and budget setting 
 User = temporary or permanent driver, with own PIN and application parameters 







Cars	  and	  Fobs	  
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Combining	  Security	  Fob	  and	  Key	  Fob	  
•  Fobs	  are	  used	  to	  generate	  random	  security	  number	  	  
•  Fob	  is	  ‘something	  the	  user	  has’	  (has-‐is-‐knows)	  
•  Fobs	  can	  be	  used	  for	  Twin-‐set	  (Two-‐Factor)	  confirmaBon	  


Car	  Key	  Open	  Hotel	  Room	  


Car	  Key	  Pays	  for	  Parking	  


Extending	  Fob	  Facili7es	  with	  Smartcard	  Func7onality	  
•  Key	  fobs	  use	  NFC	  for	  communicaBng	  with	  point-‐of-‐sales	  
•  Fobs	  can	  be	  used	  as	  a	  contactless	  	  method	  for	  transport	  
eTickeBng	  and	  more…	  


•  WoW	  provides	  means	  of	  reloading	  credit	  safely,	  possibly	  for	  
specific	  purposes	  







Cars	  and	  the	  Enterprise	  
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Enterprise	  Usability	  
•  AcBvate	  built-‐in	  Iden7ty	  for	  assigned	  driver	  	  	  
•  Set	  pre-‐pay	  capping	  	  
•  Define	  permiUed	  services	  
•  Select	  authorized	  suppliers	  	  
•  Pool	  car	  Pre-‐pay	  -‐	  credit	  stays	  with	  the	  car	  	  
•  Car	  rental	  -‐	  include	  ini7al	  credit	  
•  Pre-‐pay	  for	  web	  services	  separately	  from	  
‘on-‐account’	  pay	  (	  e.g.	  fuel,	  parking	  and	  
eTickeBng)	  


Enterprise	  Advantages	  
•  Control	  travelling	  expenses	  
•  Bulk	  discount	  from	  suppliers	  
•  Save	  admin	  costs	  of	  expenses	  claims	  


Automo7ve	  Advantages	  
•  DifferenBate	  car	  fleet	  packages	  
•  Enable	  direct	  sales	  to	  assigned	  drivers	  
•  Educate	  drivers	  with	  promo7onal	  offers	  	  


MNOs	  Advantages	  
•  NegoBate	  bulk	  corporate	  fleet	  agreement	  
•  Corporate	  customers	  churn	  less	  than	  consumers	  
•  Less	  price-‐sensi7ve	  than	  consumers	  


Mobile	  Money	  SP	  	  Advantages	  
•  More	  transac7on	  volumes	  


win win win win 
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MoM,	  Comms	  &M2M	  


Mobile	  Communica7on	  Requirements	  
•  Car	  3G/4G	  and	  TDM	  


–  Universal	  coverage,	  incl.	  GSM/CDMA	  
–  Ubiquitous	  while	  travelling	  


•  Car	  Local	  Connec7vity	  
–  NFC	  to	  key	  fob	  /smartphone	  /tablets	  
–  WLAN	  for	  wider	  reach,	  including	  enterprise	  WLAN	  


•  Car	  SMS	  –	  Essen7al	  Messaging	  
–  NoBfy	  support	  centres	  
–  TransacBon	  confirmaBon	  


•  Car	  communica7on	  Requirements	  
–  Secure	  comms,	  encrypted	  data	  
–  Minimal	  roaming	  (financial	  implicaBons)	  
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M2M	  Technologies	  
•  Car	  Embedded	  SIM	  


–  Tamper-‐proof	  TRE	  –	  Trusted	  Environment	  for	  eUICC	  
–  Sealed	  before	  leaving	  the	  factory!	  
–  Mandatory	  emergency	  ‘eCall’	  from	  2015	  in	  EU	  


•  MCIM	  Based	  OTA	  (Over	  The	  Air)	  	  
–  M2M	  CommunicaBon	  IdenBty	  Module	  	  (MCIM)	  	  
–  Secure	  provisioning	  (IMSI/IMPI)	  as	  in	  TR	  33.813	  	  


•  Global	  SIMs	  	  
–  ITU	  RecommendaBon	  E.212	  for	  global	  MCCs	  (Mobile	  


Country	  Codes),	  known	  as	  MCC	  901	  	  	  	  	  	  	  	  	  


Mobile	  Money	  (MoM)	  Authen7ca7on	  
•  Contactless	  Payments	  
•  Chip	  and	  PIN	  	  
•  Non-‐repudiaBon	  


•  Connected/disconnected	  
security	  tokens	  


•  Two-‐Factor	  AuthenBcaBon	  







Security	  CredenBals	  


Threats	  to	  Iden7ty	  /Equipment	  /Credit	  
•  High	  business	  risk	  with	  adopBon	  of	  BYOD	  
•  Growing	  cyber	  fraud,	  especially	  for	  financial	  services	  	  
•  Discredited	  IMEI,	  due	  to	  wide-‐spread	  cloning	  
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Proposed	  Extra-‐safe	  Mechanisms	  
•  Install	  addiBonal	  	  WoW	  IdenBBes/algorithms	  for	  in	  TRE	  
•  Enable	  changing	  MNO	  SIM	  
•  Implement	  MCIM	  OTA	  opBon	  with	  pre-‐installed	  credenBals	  	  
•  Provide	  ISIM	  (GBA	  and	  PKI	  )	  for	  mutual	  authenBcaBon	  
•  Implement	  Twin-‐step	  /Twin-‐set	  (or	  two-‐factor)	  authenBcaBon	  	  


Exis7ng	  Methods	  
•  Car	  IMSI	  and	  MSISDN	  are	  not	  disclosed	  to	  drivers!	  
•  Firmware	  	  TRE	  is	  	  tamper-‐proof	  	  idenBty	  
•  EncrypBon	  can	  be	  turned	  on	  for	  certain	  payload	  


“The epidemic of car-stereo thefts in the 1990s now seems like ancient history”… Criminologists credit the 
decline to the decision of car manufacturers to install stereos at the factory”. Times Magazine (March 25, 2013)  







AuthenBcaBon	  Levels	  
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Mobile	  Carrier	  
	  


Automo7ve	  SP	  
	  


Mobile	  Money	  SP	  
	  


Bank/Credit	  
	  


Authen7c.	  
Account	  


Car	  UI	  
Client	   Access	   Authorize	  


Service	  
Mobile	  	  
Proxy	  


Financial	  	  
Service	  
	  &Credit	  


Authen7c.	  	  
SIM	  


Mobile	  	  
Money	  
Services	  


Send	  SMS	  


Get	  PIN	  
Enter	  PIN	  


PIN	  OK	  


Authen7c.	  
Car	  	  


Account	  


Connect	  service	  


Get	  PIN	  


Get	  car	  account	  


Send	  No7fica7on	  


Auth.	  Account	  


Got	  Account	  


Authen7cate	  WoW	  


OK	  
OK	  


OK	  


Check	  PIN	  
Transact	  


Auth	  OK	  
Auth	  


Send	  SMS	  


Request	  service	  


Transac7on	  OK	  


Connect	  SIM	  







MulBple	  Devices	  with	  WoW	  
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	  User	  Interfaces	  
•  Touch-‐screen	  dashboard	  
•  Tethered	  phones	  with	  mobile	  apps	  	  
•  Key	  fobs	  as	  smart-‐cards	  


MSISDN	  


IMSI	  


IMEI	  


Car	  	  
MSISDN	  


Car	  IMSI	  


MCIM	  
	  Serial	  No.	   X	  +	  


Temporary	  	  
CredenBals	  


Confirma7on	  	  
SMS	  


Phone	  SIM	  Car	  TRE	  Car	  Key	  Fob	  


	  	  	  	  	  	  Essen7al	  Messaging	  
•  Non-‐repudiaBon	  SMS	  (‘I	  confirm	  payment’)	  
•  System	  messages	  to	  Call	  Centre	  (‘car	  is	  upside	  down’)	  
•  Car	  messages	  to	  phone	  (‘Car	  break-‐in	  is	  in	  progress’)	  
•  Phone	  messages	  to	  car	  (‘where	  is	  my	  car?’)	  
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Stakeholders	  Roles	  –	  Circle	  of	  Trust	  
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Finance 


Circle of Trust 


Finance	  Service	  Provider:	  	  
-‐  Chosen	  by	  the	  service	  provider	  
-‐  Brings	  ecosystem	  of	  traders	  	  
-‐  Provides	  links	  to	  banks	  and	  credit	  agents 


Automo7ve	  Service	  Provider:	  
-‐  Selects	  MNO	  by	  shipping	  desBnaBon	  
-‐  Installs	  SIM	  in	  the	  tamper-‐proof	  area	  
-‐  Provides	  car-‐specific	  	  services	  	  


The	  Enterprise:	  	  
-‐  Selects	  car-‐makes	  (not	  MNO)	  
-‐  Assigns	  drivers	  	  accounts	  and	  budgets	  
-‐  Authorizes	  suppliers	  
	  


Mobile	  Network	  Operator	  (MNO):	  
-‐  Provides	  connecBvity	  
-‐  May	  provide	  locaBon-‐based	  services	  
-‐  May	  provide	  pre-‐pay	  services 







MNO-‐Centric	  WoW	  	  
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MNO	  Op7ons	  
•  MNOs	  offer	  services	  to	  cars	  that	  have	  


their	  embedded	  UICC	  SIMs	  
•  Like	  automoBve,	  MNO	  need	  to	  reach	  


drivers	  
•  MNOs	  may	  offer	  MoM	  on	  phones,	  but	  


drivers	  may	  be	  on	  other	  networks	  
than	  the	  car	  


•  MNO	  will	  sBll	  support	  the	  automoBve	  
own	  services	  	  


Mobile	  Home	  
Network	  	  


Automo7ve	  	  
Core	  


Internet	  


Bank	  
Credit	  Provider	  


Mobile	  Money	  
Service	  provider	  


Enterprise	  


PIN	  


Install Car SIM 


Using phone 
as UI via 
mobile app 


Using 
dashboard as 
UI via car app 


Mobile	  Carrier	  	  
Core	  Services	  


App	  


App	  App	  App	  


OCS 
 


Mobile	  Local	  	  
Access	  


MNO	  Mo7ves	  
•  Rekindle	  the	  corporate	  market	  	  
•  Re-‐use	  of	  mobile	  Pre-‐Pay	  plakorm	  
•  Leverage	  connecBvity	  coverage	  
•  Gain	  global	  automoBve	  service	  providers	  







AutomoBve	  Centric	  WoW	  
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Hotspots	  
WiFi	  


When 
Roaming 


Automo7ve	  SP	  Mo7ves	  
•  Enhances	  car	  compeBBveness	  
•  Enables	  launching	  new	  services	  during	  
the	  car’s	  long	  lifeBme	  


•  Maximises	  car	  capabiliBes	  services	  
•  OpBmises	  communicaBon	  costs	  


Install Car SIM 


Activate 
SIM 


Automo7ve	  SP	  Op7ons	  
•  Changing	  roaming	  partners	  
•  ConnecBon	  to	  local	  WiFi	  hotspots	  
•  Offer	  mobile	  apps	  for	  tethered	  smartphone	  	  
•  Offer	  own	  automoBve	  services	  as	  well	  as	  
general	  services(browsing,	  financial	  transfer)	  


	  


Enterprise	  


Mobile	  Home	  
Network	  	  


Bank	  
Credit	  Provider	  


Mobile	  Money	  
Service	  provider	  


Mobile	  Carrier	  	  
Core	  Services	  


Automo7ve	  	  
Core	  


Internet	  


App	  
App	  


App	  


App	  


Mobile	  Local	  	  
Access	  


OCS 
 


App	  







Issues	  and	  LimitaBons	  
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•  WoW	  necessitates	  collabora7on	  
•  WoW	  service	  is	  limited	  to	  car	  users	  
only	  


•  MNOs	  can	  only	  support	  those	  cars	  
that	  had	  their	  SIMs	  installed	  at	  the	  
factory	  


•  Service	  adopBon	  is	  constraint	  by	  the	  
rate	  of	  selling	  new	  cars	  that	  have	  
embedded	  UICC	  (cannot	  be	  
retrofiDed)	  	  


•  AutomoBve	  SPs	  only	  support	  their	  
own	  make	  of	  cars	  	  


•  Permanent	  roaming	  (occurs	  when	  
factory-‐set	  SIMs	  	  end	  up	  in	  the	  wrong	  
country)	  requires	  MCIM	  -‐	  MCIM	  is	  
abandoned!	  


MNO 
Automotive 


Pre-‐Pay	  mobile	  
usage	  


Enterprise	  
Business	  Cloud/	  


Content	  


Loca7on-‐Based	  	  
Services	  


Car	  Status	  
Car	  Dashboard	  


Factory-‐set	  	  
car	  iden7ty	  


Breakdown	  
Road-‐side	  	  


Driver	  /car	  
Informa7on	  


Car  
Services Mobile	  	  


Banking	  


Ticke7ng	  
Services	  


	  Car	  
Entertainment	  


Traveller	  
Convenience	  


Micro	  
payments	  







‘Shades’ of Camel Pre-Pay 


	  Summary	  
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•  Services	  -‐	  a	  rich	  environment	  for	  car-‐
related	  monetary	  services	  


•  Will	  open	  up	  long	  tail	  services	  
•  Opportuni7es	  -‐	  for	  both	  MNOs	  and	  


AutomoBve	  Service	  Providers	  
•  Market	  –	  private	  and	  corporate,	  but	  the	  


enterprise	  is	  the	  big	  cherry	  
•  Timing	  –	  well,	  it	  is	  already	  on	  its	  way…	  


•  The	  WoW	  idea	  -‐	  two	  interwoven	  principles:	  
–  Cars	  	  iden7ty	  with	  cars	  ‘owning’	  accounts	  (Pre-‐Pay	  or	  Post-‐Pay)	  	  
–  Car	  security	  by	  extending	  car	  credenBals	  to	  financial	  services	  


•  Methods	  -‐	  combining	  and	  extending	  several	  proven	  technologies	  plus	  
unimplemented	  standards,	  but	  use	  them	  in	  a	  new	  way:	  
–  Separate	  WoW	  IdenBty	  from	  SIM	  in	  the	  eUICC	  
–  Implement	  OTA	  changing	  of	  MNO	  
–  Link	  firmware	  of	  Fob,	  Car	  eUICC	  and	  tethered	  phone	  
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Roaming	  Unbundling	  -‐	  
Challenges	  and	  Opportuni6es	  


Session	  5:	  Business	  Models	  







Presenta6on	  outline	  


•  Roaming:	  providing	  ubiquitous	  access	  to	  
(mobile)	  communica6on	  services	  


•  Alterna6ve	  roaming	  provider	  (ARP)	  
•  Local	  breakout	  (LBO)	  
•  ARP	  &	  LBO:	  opportuni6es,	  threats,	  challenges	  
•  Conclusions	  


2 15-16 Oct 2013 Section 5: Business Models 
'Roaming Unbundling - Challenges and Opportunities’ 







Roaming	  
Ubiquitous	  access	  to	  (mobile)	  communica6on	  services	  


•  European	  Commission	  (EC)	  new	  rule:	  
– Home	  communica6on	  service	  versus	  
– Roaming	  communica6on	  service	  


•  Subscribers	  may	  choose	  an	  alterna6ve	  
provider	  for	  communica6on	  services	  when	  
abroad	  


•  ‘S6mula6ng	  compe66on	  for	  roaming	  
communica6on	  services’	  
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Current	  roaming	  principle	  


•  Roaming	  subscriber	  pays	  (pre-‐paid	  /	  post-‐paid)	  to	  HPLMN	  
operator	  


•  Accoun6ng	  applied	  between	  HPLMN	  operator	  and	  VPLMN	  
operator	  
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Home 
PLMN 


Visited 
PLMN 


Roaming subscriber; communication 
services are provided by HPLMN 
operator using the network of VPLMN 
operator 







•  End-‐user	  becomes	  subscriber	  of	  ‘My	  roaming	  services	  
provider’	  when	  roaming	  


A	  new	  view	  on	  roaming:	  
(op6on)	  ‘roaming	  services	  provider’	  
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HPLMN ‘My 
home operator’ 


VPLMN ‘My 
visited operator’ 


Roaming subscriber; communication 
connectivity provided by HPLMN 
operator using the network of VPLMN 
operator; communication service 
provided by Roaming services provider 
 


Roaming service provided by 
‘My roaming services provider’ 
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‘Single	  IMSI’,	  i.e.	  no	  SIM	  swap	  required	  
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Roaming within EU 
 


SIM card facilitates in 
receiving communication 
service from ‘My home 
operator’, when at home 


Same SIM card facilitates in 
receiving communication service 
from ‘My roaming services 
provider’, when roaming 


End-user becomes subscriber of ‘My 
roaming services provider’ when roaming 


Section 5: Business Models 
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Fundamental	  for	  roaming	  services:	  
Separa6on	  of	  Connec&vity	  provider	  and	  Service	  provider	  
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Service	  
provider	  


HPLMN	  


VPLMN	  #1	  


VPLMN	  #2	  


VPLMN	  #3	  
HPLMN providing 
Communication connectivity 


Service provider providing 
Communication service 
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Alterna6ve	  roaming	  provider	  (ARP)	  
Choosing	  your	  provider	  for	  roaming	  services	  


•  Domes6c	  service	  provider	  (DSP)	  exposes	  control	  of	  voice	  /	  
SMS	  /	  MMS	  /	  Data	  to	  ARP	  
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•  Control	  for	  charging	  
only	  


•  (currently)	  limited	  to	  
subscribers	  roaming	  
in	  EU	  
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Exposing	  charging	  control	  (I)	  
Voice	  proxy	  


•  CAMEL	  rela6on	  is	  extended,	  by	  DSP,	  towards	  ARP	  
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•  DSP	  retains	  strict	  
control	  over	  service	  
capability	  


•  Exis6ng	  CAMEL	  
rela6onships	  between	  
DSP	  and	  VPLMNs	  can	  be	  
used	  


•  ARP	  CAMEL	  service	  logic	  
is	  applied	  (under	  
auspices	  from	  DSP)	  
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Exposing	  charging	  control	  (II)	  
Exposing	  Diameter	  charging	  control	  


•  CAMEL	  rela6onship	  
terminates	  at	  DSP’s	  
charging	  system	  


•  Ra6ng	  and	  User	  account	  
handled	  by	  ARP	  


•  Diameter	  charging	  control	  
exposed	  to	  ARP(s)	  
–  Diameter	  voice	  control	  yet	  to	  


be	  standardised	  


•  Exis6ng	  CAMEL	  service	  
logic,	  from	  DSP,	  is	  applied	  
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Exposing	  charging	  control	  (III)	  
Extending	  na6ve	  communica6on	  control	  capability	  to	  ARP	  
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ARP	  


VPLMN	  


CA
M
EL
	  re


la
6o
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•  For	  voice:	  CAMEL	  rela6onship	  between	  VPLMN	  and	  ARP	  
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Local	  breakout	  (LBO)	  


•  Every	  traveler’s	  worry:	  is	  my	  data	  roaming	  off?	  
If	  not:	  $$$!	  


•  People	  rever6ng	  to	  toll-‐free	  /	  low-‐cost	  WLAN	  
–  Or	  local	  SIM	  card…	  
–  But	  no	  roaming	  data	  revenue	  for	  operators	  


•  LBO	  facilitates	  mobile	  data	  connec6on	  
through	  local	  GGSN	  
–  3GPP	  style	  LBO:	  local	  GGSN,	  but	  s&ll	  charged,	  for	  


data	  usage,	  by	  HPLMN	  operator	  
–  EU	  style	  LBO:	  local	  GGSN,	  charged	  by	  visited	  


network	  operator,	  through	  locally	  obtained	  (pre-‐
paid)	  data	  subscrip&on	  
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Local	  internet	  access	  
EU	  style	  
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•  APN	  ‘eu-‐internet’	  to	  be	  provisioned	  (in	  HPLMN)	  for	  
subscriber	  


•  PDP	  Context	  towards	  that	  
APN	  results	  in	  selec6on	  of	  
local	  GGSN	  for	  internet	  
access	  


•  Charging	  is	  done	  from	  local	  
GGSN	  


•  Home	  network	  operator	  not	  
involved	  in	  /	  aware	  of	  local	  
data	  connec6on	  
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ARP	  &	  LBO	  
Opportuni6es,	  threats,	  challenges	  –	  for	  end-‐user	  (I)	  


•  Confirma6on	  of	  ARP	  service	  (e.g.	  ‘My	  
roaming	  services	  operator’),	  when	  
roaming	  abroad	  
–  	  as	  opposed	  to,	  or	  in	  addi6on	  to,	  gedng	  


indica6on	  of	  VPLMN	  operator	  


•  Consistency	  in	  end-‐user	  service	  
–  ARP	  (pre-‐paid)	  charging	  service	  logic	  may	  differ	  


from	  DSP	  charging	  service	  logic	  
–  Local	  IP	  address	  


•  End-‐user	  service	  consistency	  between	  
different	  countries	  


•  Transparency	  in	  end-‐user	  service	  is	  key!	  
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‘My	  roaming	  services	  
operator’	  


Section 5: Business Models 
'Roaming Unbundling - Challenges and Opportunities’ 







ARP	  &	  LBO	  
Opportuni6es,	  threats,	  challenges	  –	  for	  end-‐user	  (II)	  
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•  Sedng	  the	  APN	  by	  end-‐user	  
–  e|.g.	  ‘office.vodafone.nl’	  -‐-‐>	  ‘eu-‐internet’	  
–  And	  back	  when	  moving	  out	  of	  EU	  coverage…	  


•  Ac6va6ng	  data	  roaming	  
–  And	  de-‐ac6va6ng	  when	  roaming	  to	  other	  


network	  (out	  of	  EU	  coverage)	  


•  Receiving	  defini6ve	  indica6on	  (i.e.	  
confirma6on)	  about	  using	  local	  access	  for	  
mobile	  data	  


•  Dependency	  on	  operator-‐specific	  GGSN	  
services	  
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ARP	  &	  LBO	  
Opportuni6es,	  threats,	  challenges	  –	  for	  operator	  


•  Adapta6on	  /	  enhancement	  needed	  to	  Home	  network	  for	  
suppor6ng	  ARP	  and	  (to	  lesser	  extent)	  LBO	  


•  Safeguarding	  the	  network	  as	  well	  as	  safeguarding	  customer	  
rela6on	  
–  Large	  investment	  made	  in	  roaming	  rela6onships,	  network	  reliability	  


and	  superior	  end-‐user	  service	  
–  Advising	  end-‐user	  on	  usage	  of	  ARP	  and	  LBO	  


•  How	  will	  the	  market	  for	  roaming	  services	  develop	  
–  Price	  regula6on?	  
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Data	  roaming	  with	  LBO:	  opportunity?	  


•  Roaming	  data	  by	  many	  travelers	  not	  used	  (due	  to	  high	  cost;	  
‘bill	  shock’)	  
–  Lost	  revenue	  opportunity	  for	  operator	  
–  Inconvenience	  for	  end-‐user	  (hun6ng	  for	  WLAN…)	  


•  LBO	  may	  en6ce	  the	  market	  at	  large	  (operators,	  vendors)	  to	  
engage	  into	  providing	  con6nuous	  mobile	  data,	  for	  regular	  
tariff	  (data	  bundle)	  +	  marginal	  roaming	  service	  mark-‐up	  


•  3GPP	  style	  LBO	  poten6ally	  preferen6al	  compared	  to	  EU	  style	  
LBO?	  
–  No	  local	  (pre-‐paid)	  data	  subscrip6on	  required	  for	  end-‐user	  
–  Poten6al	  for	  seamless	  data	  connec6vity	  transfer	  between	  LTE,	  UTRAN,	  


WLAN	  
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Broadening	  the	  scope	  
Advanced	  data	  use	  cases	  


•  Mul6ple	  data	  bearers	  (PDP	  Context	  /	  4G	  data	  bearer)	  per	  
phone	  
–  Different	  applica6ons	  using	  different	  data	  bearers	  
–  Transparency	  needed	  for	  end-‐user	  regarding	  cost	  of	  data	  usage	  


•  WLAN	  being	  integrated	  by	  3GPP	  as	  access	  network	  for	  3GPP	  
based	  communica6ons	  network	  
–  Simultaneous	  cellular	  mobile	  data	  connec6on	  and	  WLAN	  connec6on	  


•  Mul6-‐RAT	  (Radio	  access	  technology)	  applica6on	  
–  E.g.	  one	  applica6on	  using	  4G	  for	  conversa6onal	  voice/video	  and	  


WLAN	  for	  call	  enrichment	  


•  Access	  transfer	  between	  3G,	  4G,	  WLAN	  (for	  data	  services)	  
–  Data	  bearer	  to	  remain	  anchored	  with	  Packet	  gateway	  where	  the	  


bearer	  was	  established	  
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Conclusions	  


•  Alterna6ve	  roaming	  provider	  (ARP)	  and	  Local	  breakout	  (LBO)	  
aim	  to	  ins6gate	  compe66on	  for	  roaming	  communica6on	  
services	  (price	  being	  just	  one	  goal)	  


•  There	  are	  some	  challenges	  to	  overcome	  for	  providing	  
consistent	  and	  transparent	  end-‐user	  service.	  Transparency	  
and	  ease	  of	  use	  for	  end-‐user	  is	  key!	  


•  Uptake	  of	  ARP	  &	  LBO	  will	  depend	  on	  how	  ARP	  &	  LBO	  are	  put	  
in	  the	  market	  


•  ARP	  and	  LBO	  not	  yet	  defined	  for	  LTE	  and	  VoLTE	  
•  Advanced	  data	  use	  cases	  require	  intricate	  control	  over	  data	  


bearer	  establishment.	  3GPP	  LBO	  thus	  preferred?	  
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Thanks	  for	  your	  alen6on	  
Rogier Noldus 
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Construc)ng	  a	  Mul)-‐Sided	  Business	  Model	  
for	  a	  Smart	  Horizontal	  IoT	  Service	  Pla;orm	  


Frank	  Berkers,	  TNO	  -‐	  Strategic	  Business	  Analysis	  
Marc	  Roelands,	  Alcatel-‐Lucent	  -‐	  Bell	  Labs	  


	  
Freek	  Bomhof,	  Thomas	  Bachet,	  MarIn	  van	  Rijn,	  Wietske	  Koers	  –	  TNO	  
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Challenge	  


Establishing	  a	  Smart	  Horizontal	  IoT	  Service	  
Pla;orm	  is	  quite	  difficult	  to	  achieve	  
•  Service	  Pla7orm:	  must	  be	  able	  to	  support	  a	  phletora	  of	  


services,	  most	  not	  defined	  yet	  
•  IoT:	  a	  field	  that	  is	  wildly	  developing	  
•  Horizontal:	  must	  be	  applicable	  across	  domains	  
•  Smart:	  using	  intelligence	  in	  advanced	  ways	  (cogniIve	  


technologies)	  


 Mul)-‐Sided:	  requires	  sufficient	  acceptance	  on	  both	  
‘demand’	  (service)	  and	  ‘supply’	  (data)	  sides	  
 A	  seed	  and	  a	  strategy	  to	  achieve	  horizontal	  scale	  
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Outline	  
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iCore	  Pla;orm	  
City	  Traffic	  


Info	  (illustraIon)	  


MulI-‐sided	  BM	  


Horizontal	  Scale	  Strategy	  


Discussion	  







iCore	  Pla;orm	  characterisIcs	  
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live	  data	  sources	  and	  sinks	  


virtualized	  
objects	  


a	  priori	  domain	  knowledge:	  
(service-‐agnosIc)	  domain	  
knowledge	  extensions	  
•  Expressivity	  
•  ExecuIon	  fulfillment	  with	  


resource	  economies	  	  


service	  request	  interface:	  
high-‐level	  semanIc	  expressions	  


processing	  of	  
selected	  VO	  data	  
source	  streams	  
(CVO)	  


autonomous	  
opImizaIons	  


System	  Knowledge	  
(autonomously	  
growing)	  


growing	  real-‐
world	  cogniIve	  
intelligence	  







Traffic	  Info	  Service	  
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GYT	  is	  current	  market	  
leader	  in	  aaer-‐market	  
in-‐car	  navigaIon	  
devices	  


PT	  is	  a	  large	  bus	  
company	  that	  is	  acIve	  in	  
several	  districts	  of	  the	  


country	  


PS	  is	  responsible	  for	  
the	  city’s	  safety	  


CC	  is	  a	  small	  company	  that	  
collects	  informaIon	  on	  traffic	  
relevant	  events,	  such	  as	  speed	  
measurements,	  traffic	  jams,	  
incidents,	  road	  works,	  
manifestaIons	  or	  concerts	  etc.	  


Courier	  quick	  and	  
.mely	  deliveries	  	  







High-‐level	  value	  and	  control	  points	  
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MulI-‐sided	  pla;orm	  
	  


Data	  	  
providing	  side	  


Service	  
requesIng	  side	  


Cr
os
s-‐
sid


e	  
ne


tw
or
k	  
eff


ec
ts
	  


Same-‐side	  
network	  effects	  


Same-‐side	  network	  
effects	  


Eisenmann	  (2006),	  Managing	  Networked	  Businesses:	  Course	  Overview.	  


Cross-‐side	  netw
ork	  effects	  
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MulI-‐sided	  Business	  Model	   Growth	   Growth	  


Efficiency	  


Efficiency	  


Op)miza)on	  
policy	  


Source	  
access	  


Object	  
requirements	  







Traffic	  Info	  Service	  Delivery	  
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CC	  provides	  the	  
installa)on	  service	  to	  
PT,	  GYT,	  PS	  and	  its	  
own	  sources	  


A	  domain	  expert	  and	  knowledge	  
engineer	  (developer)	  defines	  the	  
required	  knowledge	  (an	  
independent	  and	  expert	  party)	  


CC	  will	  take	  
care	  of	  
defining	  the	  
CVO	  layer	  


PT	  specifies	  the	  
service	  request	  
“inform	  me	  if	  my	  
schedule	  is	  at	  risk”	  


PS	  requests	  to	  be	  informed	  
only	  on	  excepIonal	  
disturbances	  


GYT	  requests	  to	  be	  
informed	  for	  each	  
eligible	  user	  on	  
relevant	  disturbances	  
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Illustrated	  pla;orm	  values	  
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The	  cogni)ve	  capability	  
provides	  addiIonal	  
informaIon	  such	  as	  the	  
structural	  delays	  of	  a	  
bus	  line	  


Addi)onal	  data	  
sources	  provide	  
addiIonal	  values	  
to	  exisIng	  users,	  
without	  altering	  
the	  interface	  


Addi)onal	  applica)ons	  can	  
be	  added	  at	  a	  marginal	  cost	  
of	  expanding	  the	  real	  world	  
knowledge	  
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Drivers	  and	  more	  pla;orm	  values	  
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High	  number	  of	  
applicaIons	  and	  data	  
sources	  


Heterogeneity	  of	  
data	  sources	  


Dynamics	  in	  
deployment	  and	  
service	  execuIon	  


Complex	  service	  behavior	  
abstracIon	  


Shorter	  Ime-‐to-‐market	  


Economies	  of	  scale	  
and	  scope	  
•  Shared	  use	  of	  


sensors	  and	  data	  
•  Processing	  


resource	  
efficiency	  


•  Shared	  use	  of	  
ever-‐extending	  
RWK	  


Value	  of	  sensor	  data	  


U)lity,	  supply	  and	  demand	  


Timeliness	  and	  
con)nuity	  


Quality	  and	  
trust	  


Adop)on	  







Seeding	  for	  Horizontal	  Scaling	  
•  The	  BM	  may	  show	  to	  apply	  well	  to	  this	  
applicaIon	  context	  
– Values	  are	  delivered	  
– Concurrent	  control	  points	  are	  neutral	  
– Other	  domains	  may	  fit	  as	  well	  


•  Currently	  considering	  	  and	  comparing	  Smart	  Home,	  
Transport,	  Office,	  Car	  and	  City.	  


•  But	  does	  it	  work	  as	  a	  seed?	  
– Do	  the	  players	  have	  incenIve	  to	  scale	  
horizontally?	  	  


– We	  would	  need	  to	  “back-‐cast”	  from	  the	  end-‐state	  
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Firm	  3	  


Single	  firm	  advantage	  


11 


Current	  situa)on:	  Linking	  of	  data	  sources	  


Data	  2	   Data	  1	  


RWK	  1	  


Process	  
1	  


Data	  1	  


Service	  
1A+	  


RWK	  2	  


Process	  
2	  


Data	  2	  


Service	  
2+	  


Process	  
3	  


Data	  3	  


Service	  
3	  


Process	  
4	  


Data	  4	  


Service	  
4	  


Compe))ve	  
advantage	  


Resource	  
dependency	  


Control?	  


Service	  
1B+	  


Firm	  1	   Firm	  2	   Firm	  4	  


Shorter	  )me	  
to	  market	  of	  
new	  services	  
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Within	  domain	  
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Step	  I:	  Implement	  iCore	  components	  per	  domain	  	  
Domain	  A	   Domain	  B	  


Data	  2	  


RWK	  1	  


iCore	  enabled	  
processing	  


Data	  1	  


Service	  
1+	  


RWK	  2	  


Service	  
2+	  


Data	  4	  


RWK	  3	  


iCore	  enabled	  
processing	  


Data	  3	  


Service	  
3+	  


RWK	  4	  


Service	  
4+	  


Domain	  C	  


Data	  6	  


RWK	  5	  


iCore	  enabled	  
processing	  


Data	  5	  


Service	  
5+	  


RWK	  6	  


Service	  
6+	  


Ease	  of	  
connec)on	  


Efficiency	  
Enhancement	  
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Re-‐apply	  in	  new	  domain	  
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Step	  II:	  Connect	  domain	  technologies	  
Domain	  A	   Domain	  B	   Domain	  C	  


Data	  2	  


RWK	  1	  


iCore	  enabled	  
processing	  


Data	  1	  


Service	  
1+	  


RWK	  2	  


Service	  
2+	  


Data	  4	  


RWK	  3	  


iCore	  enabled	  
processing	  


Data	  3	  


Service	  
3+	  


RWK	  4	  


Service	  
4+	  


Data	  6	  


RWK	  5	  


iCore	  enabled	  
processing	  


Data	  5	  


Service	  
5+	  


RWK	  6	  


Service	  
6+	  


New	  
entrants?	  


Learning	  
curve	  


S5: Business Models / Constructing a Multi-Sided IoT Business Model 15-16 Oct 2013 







Trans-‐sectoral	  (technology)	  
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Step	  III:	  Merge	  domain	  technologies	  
Domain	  A	   Domain	  B	   Domain	  C	  


Data	  2	  


RWK	  1	  


iCore	  enabled	  processing	  


Data	  1	  


Service	  
1+	  


RWK	  2	  


Service	  
2+	  


Data	  4	  


RWK	  3	  


Data	  3	  


Service	  
3+	  


RWK	  4	  


Service	  
4+	  


Data	  6	  


RWK	  5	  


Data	  5	  


Service	  
5+	  


RWK	  6	  


Service	  
6+	  


Efficiency	  
exponen)al	  


Enhancement	  
exponen)al	  


Outsource	  
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Step	  IV:	  Merge	  RWK/domain	  language	  
Domain	  A	   Domain	  B	   Domain	  C	  


Data	  2	  


Merged	  RWK	  


iCore	  enabled	  processing	  


Data	  1	  


Service	  
1+	  


Service	  
2+	  


Data	  4	  Data	  3	  


Service	  
3+	  


Service	  
4+	  


Data	  6	  Data	  5	  


Service	  
5+	  


Service	  
6+	  


Valuable	  
Asset?	  


Shorter	  )me	  
to	  market	  of	  
new	  services	  


Differen)a)on	  
by	  service	  


Outsource	  
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Conclusions	  
IllustraIon	  of	  a	  poten.al	  seed	  of	  the	  pla;orm	  
•  A	  BM	  that	  leverages	  pla;orm	  values	  	  
•  Configured	  within	  the	  business	  ecosystem	  to	  
neutralize	  concurrent	  control	  points	  


•  But	  not	  compared	  domains	  	  
•  And	  not	  established	  horizontal	  incenIves	  for	  
phased	  expansion	  


Establishing	  a	  Smart	  Horizontal	  IoT	  Service	  
Pla;orm	  is	  quite	  difficult	  to	  achieve	  
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The	  End	  
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ObservaAon	  


•  Most	  applicaAons	  provide	  a	  singular	  service	  	  
•  Apps	  tend	  to	  catch	  the	  user	  for	  the	  maximum	  
amount	  of	  Ame	  (i.e.	  maximize	  the	  amount	  of	  Ame	  
the	  app	  is	  used)	  


•  Thus	  applicaAons	  do	  not	  interact	  with	  each	  other	  
•  This	  forces	  the	  user	  to	  invoke	  each	  app	  separately	  –	  
someAmes	  to	  perform	  complex	  tasks	  
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SoluAon:	  DoTT	  


•  DoTT	  helps	  user	  to	  beRer	  use	  the	  applicaAons	  
already	  installed	  on	  his/her	  device	  


•  DoTT	  uses	  a	  simplified	  language	  to	  describe	  
the	  task	  that	  should	  be	  performed	  when	  
certain	  condiAons	  are	  verified	  
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SoluAon:	  DoTT	  


•  Examples:	  	  
– Send	  message	  to	  bob	  happy	  birthday	  on	  his	  
birthday	  


– Send	  sms	  I	  am	  on	  my	  way	  home	  to	  my	  wife	  when	  I	  
leave	  work	  


– Text	  my	  wife	  I	  am	  on	  my	  way	  home	  when	  I	  leave	  
work	  


– Remind	  me	  to	  buy	  milk	  when	  I	  arrive	  home	  
– Play	  music	  when	  I	  am	  walking	  
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Challenges	  
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Cloud words from the user domain Abstracting raw context to a 
higher user defined information 







InterpreAng	  user	  input	  
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fig.3 Example of an Abstract Syntax Tree (AST) 


Text	  


my	   wife	  


I	  


am	  


on	  


my	   way	  


when	  


I	  


leave	   work	  







Domain	  Specific	  language	  
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fig.3 non-terminals dependency graph 







architecture	  
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fig.3 DoTT architecture 







handling	  rules	  and	  context	  
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fig.3 Meta-model for context-awareness 


(a) interpretation (a) execution 







Lessons	  learned	  


•  Android	  plaWorm	  efficiently	  supports	  
applicaAon	  coordinaAon	  through	  the	  Intent	  
mechanism,	  	  


•  ANTLR	  provides	  powerful	  tool	  to	  build	  and	  
debug	  DSL	  (Domain	  Specific	  Language)	  
interpreters,	  


•  Using	  Natural	  language	  to	  express	  context-‐
aware	  behavior	  helps	  users	  to	  easily	  adopt	  
context-‐aware	  applicaAons	  
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Summary	  


•  DoTT	  (Do	  This	  on	  That)	  is	  a	  plaWorm	  for	  
enabling	  users	  to	  coordinate	  a	  sequence	  of	  
applicaAons	  


•  DoTT	  relies	  on	  a	  flexible	  grammar	  to	  express	  
the	  language	  behind	  the	  rules	  that	  define	  
context-‐aware	  aplicaAons	  
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CONTENTS 
RECOMMENDATION AS A KEY BUSINESS 
DRIVER 


1. Recommendation: motivation, trends and focus 
 Sources & targets, items & users, devices 


2. Matching strategies 
 Similarity, profile, graph 


and best practice 
3. Application analysis 


 Evaluation chart, 
metrics & rating 


4. Recommendation as a Service 
 RaaS guidelines for user, 


operator & business men 


Spree   the knowledge exchange 
network 


Advertiseme
nt 


Teaser 
Recommendati


on 
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New challenges for recommendation as 
an accepted, value added service 
(RaaS)  
Individual usage 
  single user → social network based 
Recommendation object type 
  single domain → cross-domain 


targeting 
  classical sales → virtual goods 
Device and context 
  PC → smartphone, tablet, companion 


device 
  profile → adaptive context-awareness 
Business model and integration 
  product → pay per success rate 
  B2C → B2B for C2C 
  browser plug-in → ease of integration 
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MOTIVATION, TRENDS AND FOCUS 
FROM ADVERTISEMENT TO 
RECOMMENDATION 


Towards 
Community networks in a cross-


domain and context-aware 
environment	


About 
users 


About 
items 
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Advertisement 


Meta data matching 
Content analysis 


Recommendation 
represents a support for object discovery 
which 
  maps sources onto targets 
  clusters items within domains 
  touches users within communities 
  combines different methodologies 
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MOTIVATION, TRENDS AND FOCUS 
DEFINITION OF RECOMMENDATION 


Mathematically, a recommendation ℜ 
is a mapping function of a set of 
source objects onto a set of target 
objects by means of similarity 
detection, where objects are either 
items I or users U. 
ℜ := {I1,..., Ii, U1,..., Uj} → {I1,..., Im, 
U1,..., Un} 


Recommendation (Definition) 


User 


Item 


User 


Item 


Expert/friend 
search 


Item discovery 
Collaborative 


filtering 


Source Target Mapping 
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New devices drive the recommendation 
field 
Device trends 
  smart designs & mobility of devices 
  dedicated personal use & specific use 


cases 


Application trends 
  move from web to apps 
  platform/operating system specific 


applications 


Recommendation object trends 
  multi-media objects are the key driver 
  change from material to virtual goods 
  community and inter-domain 


integration 
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MOTIVATION, TRENDS AND FOCUS 
DEVICE-CENTRIC RECOMMENDATION 
APPLIANCE 


Type of 
application 


Typical recom 
object type 


Device 
Smartphone PC/laptop 


Tablet eBook Reader TV set 


OS app Web browser 


Vendor app Vendor app OS app 


Music Goods 


Movies Games Books 
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A model of the environment focusing on 
high quality and performing matching 
results 
Domain part 
  characterizes the object types 
  assigns qualitative attributes to objects 


Profile part 
  provides a database representation of 


attributes 
  assigns quantitative affinity to 


attributes 


Recommendation part 
  offers mapping algorithms 
  selects matching keys 
  enables feedback loops 
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MATCHING BASICS AND STRATEGIES 
QUALITATIVE & QUANTITATIVE SIMILARITY 
MODELING 


Recommendation 
Model 


Profile 
model 


Metadata 


Domain 
model 


Taxonomy 


Ontology 


Numeric value 


Affinity vector 


Block 
matrix 


Filtering 


Graph 


Matching 
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Continuously adaptive profile adjustment 
as user driven (explicit) or consumption-
driven (implicit) process 
Selection tree 
  hierarchical tree of key-value-pairs 


(taxonomy) 


Item rating 
  like-dislike (binary) or scale-based 


(digital or analogous) response after 
consumption 


User consumption 
  offers mapping algorithms 
  selects matching keys 
  enables feedback loops 
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MATCHING BASICS AND STRATEGIES 
PROFILE HANDLING 


Control model 


Data 
model 


Personal 
profile 


Explicit 
adaptation 


Implicit 
adaptation 


By tree 
selection 


By item 
rating 


By user 
consumption 


Binary 
value 
{0|1} 


Digital 
value 


enumeration 


Analogous 
value 


[0, 1] or [-1, 1] 
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An ontology is a graph representation of 
a semantic network. 
Appliance of semantic graphs 
  item graph, e.g. product portfolio 
  user graph, e.g. experts’ community 
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MATCHING BASICS AND STRATEGIES 
SEMANTIC GRAPHS 


Appliance 


Semantic 
graph 


Item 
graph 


User  
graph 


Feature: 
- Type 


Parameter: 
- Density 
- Cluster 


Node 


Feature: 
- Relation 


Parameter: 
- Direction 
- Weight 


Edge 


Edge 
description 


Node 
description 


A graph Γ is defined a diagram 
representing a system of a set of 
connections or interrelations called 
edges E among a set of objects, 
called nodes or vertices V. Thus, 
mathematically Γ is a tuple of sets. 
Γ := (N, V) 


Graph (Definition) 
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“Spree - the knowledge exchange 
network” is an expert search and 
community application 
The “spree topic graph” GUI 
  has topics as nodes 
  visualizes topic relations as edges 
  indicates the number of related experts 


in ( ) 
  can be centered to any node 


The “spree user graph” GUI 
  has experts as nodes 
  visualizes user similarities as edges 
  indicates the expertise overlapping in 


( ) 
  can be centered to any node 
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MATCHING BASICS AND STRATEGIES 
USER GRAPH EXAMPLE “SPREEGRAPH” 
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Metrics for easily evaluation of 
implementations 
  Domain: characterizes the knowledge 


domain 
  attributes: intra, extra, inter domain 


  Community: addressing 
recommendations to a single user or a 
group of people 


  attributes: group, friends, multiple 
  Profile: interests  represented as 


personal profile 
  attributes: static, dynamic, 


adaptive 
  Context: generalization of 


environmental and personal situations 
  attributes: predefined, spatial, 


situation 
  Method: use of a single key 


recommendation algorithm or a 
combination 


  attributes: item-based, 
collaborative, hybrid  
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RECOMMENDER EVALUATION 
SOURCES: FIVE DIMENSIONS FOR 
CLASSIFICATION 


Context Profile 


Intra 
Method 


Domain 


Community 
Extra 


Inter 


Group 
Friends 


Multiple 


Static 


Dynamic 


Adaptive 


Pre- 
defined 


Spatial 


Situation 


Item- 
based 


Collaborative 
Hybrid 


S
ou


rc
es


 


© 2013 by Telekom Innovation Laboratories 







Targets focus on the recipients of 
presented items which are described in 
two categories 
 
  “Communification”: 


Providing recommendation items for 
more than one individual 


  attributes: a single user, a group of 
users or multiple users in a certain 
context 


 
  “Domainification”: 


Providing best recommendation items 
concerning the knowledge or product 
domain 


   attributes: intra, extra and inter 
domain) 
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RECOMMENDER EVALUATION 
ENHANCED TARGETS OF RECOMMENDATION 


  
  
  


Recommendation 
type 


Group 


Single 
user 


Multiple 


Domain 
focus 


Inter 


Extra 


Intra 


Ta
rg


et
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Music recommendations for a individual 
user or a group of people, while sitting in 
a car   
 
  Onboard music consumption can be 


highly  affected by the context (e.g. 
traffic, road type, weather) 


  InCar Music Recommender adjusts the 
specific context situation 


  Music items are presented to a group 
(people who are sitting in a car) or to a 
single user within (intra) the music 
domain 
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RECOMMENDER EVALUATION 
EXAMPLE: INCAR MUSIC RECOMMENDER 


Context Profile 


Intra 
Method 


Domain 


Community 


Extra 


Inter 


Group 
Friends 


Multiple 


Static 


Dynamic 


Adaptive 


Pre- 
defined 


Spatial 


Situation 


Item- 
based 


Collaborative 
Hybrid 


  
  
  


Recommendation 


Group 


Single user 


Multiple 


Domain 
Inter 


Extra 


Intra 


S
ou


rc
es


 
Ta


rg
et


 


InCar Music Recommender 
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Recommender system with a flexible 
hybrid recommender linguistic engine    
 
  Hybrid recommender combining all 


applied algorithms to gain results 


  Emphasizes items that do not have 
best rating by a single source algorithm  


  A single user retrieves 
recommendations from several (inter) 
domains 


  Application targets: ad-on for scout24 
group, family@home 


 
14-16 October 2013 S5: Business Models: Recommendation as a Service (RaaS) 13 


RECOMMENDER EVALUATION 
EXAMPLE: CROSS XDATA RECOMMENDER 


Context Profile 


Intra 
Method 


Domain 


Community 


Extra 


Inter 


Group 
Friends 


Multiple 


Static 


Dynamic 


Adaptive 


Pre- 
defined 


Spatial 


Situation 


Item- 
based 


Collaborative 
Hybrid 


  
  
  


Recommendation 


Group 


Single user 


Multiple 


Domain 
Inter 


Extra 


Intra 


S
ou


rc
es


 
Ta


rg
et


 


Cross xData Recommender 
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Regarded prototypes can be assigned to 
different  stages of marketability    
 
  Scientific aspects cover 


recommendation engines, profile, 
domain modeling, interface and 
implementation issues 


  Commercial aspects focus on the 
portfolio offering for RaaS and product 
development 


  Research prototype describes the 
status as a “research project” 


  Product  view focusses on the status 
“ready to market “ 
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RECOMMENDER EVALUATION 
BUSINESS EVALUATION SUMMARY 


Business area 
Commercial 


Ready to 
 market 


Scientific 


Product Research prototype 


Group Recommender   
(Movie) 


InCar Music Cross xData 


Spree 


Semantic Movie 


PIA 


InCar Music: InCar Music Recommendation 


Cross xData: Hybrid Recommender for media 
Group Recommender (movie): 


Group Recommendation for movie items 


Semantic Movie: Personalized movie recommendation 


Spree: Knowledge Exchange Network 
PIA: Personal Information Assistant 


v 
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  Personal view: based on interests of a 
group of people or a special community  


  Object view: cross-domain 
enhancement for business for e.g. 
shopping portals 


  Usability view: proofed presentation of 
recommendation results to be 
significant 


  Implementation view: RaaS will enrich 
technology and interfaces, e.g. profiles 


  Operation view: information storage, 
data processing and interfaces to be 
considered for operation of 
recommendation 


  Business view: development of new 
business models  


  License view: attractive B2B lice 
models to be considered in future 
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GUIDE FOR RECOMMENDATION SERVICES  
MULTI-DIMENSIONAL ASPECTS OF RAAS 


Personal 
view 


Object 
view 


Usability 
view 


Impleme
n-tation 


view 
Operation 


view 


Business 
view 


License 
view 


RaaS 


From an inflexible push service	


towards a context-aware & 
network-centric adaptive service	
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The interests of a group of people or a 
special community will be important in 
future: 
 Group recommendation:  
consideration of the interest of a 
group instead of delivering 
recommendations to a single user  
 Community: 
integrating friends and experts instead 
of commercial sources as valuable 
new source for recommendation 
 


GUIDE FOR RECOMMENDATION SERVICES  
USERS PERSPECTIVE: PERSONAL & 
USABILITY 


Personal view 


  Mobile screen: 
the small screen size of a mobile 
phone limits the number of 
recommendation results 


  Psychological aspects: 
a user has limited suscepti-bility for 
evaluating presented items  


  Personal clustering: 
buying decision is easier if the 
similarity of items is limited  


  Context awareness: 
context parameters can highly 
improve the customer’s acceptance 


Usability view 
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Implementation of RaaS needs to be 
adaptive to existing pieces of 
software: 
  Adaptive profiles: 


fast integration in existing software 
environment and profile 
adjustments 


  Adaptive algorithms: 
flexible algorithm configuration can 
fit to business requirements 


  Adaptation to mobile environment:  
fast integration into mobile services 
and apps 


GUIDE FOR RECOMMENDATION SERVICES  
OPERATORS VIEW: IMPLEMENTATION & 
OPERATION 


Implementation view 


  Distributed information storage: 
distribution over the involved IT 
infrastructure: security, scalability 
and performance   


  Distributed data processing: 
data should be processed always 
close to their storage location 
under one legal responsibility. 


  Interfaces: 
supporting of flexible B2B APIs or 
classical browser plug-ins for all 
commonly used browsers on fixed 
and mobile platforms 


Operation 
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  Vendor of 
recommendation 
service: 
growth of profit for 
selling 
recommendations 
services must be 
sufficient  


  Vendor portals: 
enterprises should 
benefit from this 
solution 


  RaaS:  
third party 
provisioning of 
recommendation 
solutions as venture 
candidates 


GUIDE FOR RECOMMENDATION SERVICES  
BUSINESS, OBJECTIVE & LICENCE VIEW 


Business view 


  Transfer learning: 
Analyzing customer’s 
behavior (big data) 
and adaption these 
findings to an 
unknown domain 


  Shopping portals: 
Enterprises can 
benefit from a cross-
domain solution 


Objective view 


  RaaS license model: 
pay-per-use as 
innovative license 
model  


  Success verification: 
success rate 
measurements of 
targeted advertising 
effort. 


Licence view 
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Offering successful RaaS the sources 
and targets should be extended in a 
flexible and modular manner: 
 
 User’s context: context data, e.g. time, 
location 
 Friends: ratings and profile data from 
close friends 
 Community network: integrating friends 
and experts from multiple communities 
 Recommendation for a single user: 
using personalized and adaptive profile 
 Recommendation for a group: 
recommended items fit to the interest of 
the group of people 
 Cross-domain: combine different item 
sets 
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GUIDE FOR ECOMMENDATION SERVICES  
MODULAR SERVICES 


Recommendation System 


Recommendations	


Single 
user	


Community network	


Close 
friends	


Profile, consumption and 
rating data	User	


Context data of the 


user	


Profile, 


consumption and 


rating data	


Group of 
users	


User’s context	
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Overview	  


•  TV	  viewing	  behaviours	  
•  The	  impact	  on	  network	  design	  
•  Edge	  caching	  with	  pre-‐empCve	  filling	  
•  Content	  Centric	  Networks	  


– A	  new	  way	  to	  deliver	  content	  with	  caching	  
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The	  evoluCon	  of	  TV	  
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  All	  early	  TV	  transmissions	  were	  live	  
  There	  was	  no	  capability	  to	  store	  programming	  for	  


later	  transmission	  


  Over	  Cme,	  more	  and	  more	  TV	  content	  was	  
filmed	  in	  advance	  and	  stored	  for	  later	  
transmission	  


  Now	  most	  broadcast	  TV	  content	  is	  not	  live,	  
and	  there	  are	  many	  ways	  to	  access	  TV	  
content	  at	  Cmes	  convenient	  to	  viewers	  
  Personal	  video	  recorders	  
  Online	  streaming	  and	  download	  services	  to	  


various	  personal	  and	  portable	  devices	  


  But	  most	  TV	  content	  is	  s.ll	  viewed	  at	  the	  
.me	  of	  broadcast	  !!	  


Images from Wikipedia and http://advanced-television.com. 







Live	  TV	  is	  a	  popular	  as	  ever	  
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In	  the	  UK,	  in	  both	  2002	  and	  2012,	  
about	  22	  million	  people,	  40%	  of	  the	  
populaCon,	  watched	  live	  TV	  every	  
evening	  between	  8PM	  and	  10PM.	  


UK	  total	  live	  TV	  viewing	  has	  
increased	  from	  210	  minutes	  per	  
person	  in	  2002	  to	  216	  minutes	  per	  
person	  in	  2012	  ,	  primarily	  due	  to	  an	  
increase	  in	  audience	  at	  non-‐prime-‐
Cme.	  


  Live	  TV	  viewing	  levels	  maintained	  despite	  more	  personal	  video	  recorders	  and	  online	  video	  
  Instead,	  more	  viewing	  opCons	  has	  increased	  total	  consumpCon	  
  High	  levels	  of	  live	  viewing	  expected	  to	  conCnue	  over	  the	  next	  few	  years,	  driven	  by:	  


  Sports	  and	  InteracCve	  programming	  
  Social	  media	  -‐	  at	  peak	  Cmes,	  40%	  of	  UK	  tweets	  are	  about	  live	  TV	  programmes	  
  InerCa	  of	  current	  viewing	  behaviour	  


Data generated by accessing the BARB database, using Kantar media. 
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Viewer	  distribuCon	  across	  TV	  channels	  


S6: Moving to Content-Centric Networks 5 15-16 Oct 2013 


  The	  number	  of	  people	  watching	  each	  of	  114	  channels	  is	  recorded	  every	  5	  minutes	  
  The	  entropy	  of	  the	  channel	  choice	  is	  calculated	  


  Lower	  entropy	  indicates	  viewer	  concentraCon	  on	  a	  smaller	  number	  of	  channels	  
  Entropy	  varies	  with	  Cme	  of	  day	  and	  day	  of	  week:	  


  Low	  entropy	  at	  breakfast	  and	  peak	  Cme	  
  Higher	  entropy	  at	  night,	  in	  the	  aXernoon	  and	  on	  weekend	  mornings	  


𝐸𝑛𝑡𝑟𝑜𝑝𝑦=  ∑𝑐ℎ𝑎𝑛𝑛𝑒𝑙𝑠↑▒− 𝑝↓𝑐 ×𝑙𝑜𝑔2( 𝑝↓𝑐 ) ;        where pc = proportion of viewers on channel c  


Data generated by accessing the BARB database, using Kantar media. 
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Viewer	  distribuCon	  across	  TV	  channels	  
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  The	  number	  of	  people	  watching	  each	  of	  114	  channels	  is	  recorded	  every	  hour	  over	  all	  of	  2012	  
  The	  channels	  are	  sorted	  for	  each	  hour	  by	  decreasing	  popularity	  
  The	  logarithm	  of	  the	  audience	  against	  the	  logarithm	  of	  the	  rank	  (posiCon)	  approximates	  a	  straight	  line	  


  This	  behaviour	  is	  known	  as	  Zipf’s	  law	  
  The	  slope	  of	  this	  line	  varies	  with	  Cme	  of	  day,	  and	  to	  a	  lesser	  extent,	  day	  of	  week:	  


  The	  slope	  is	  steeper	  at	  breakfast	  and	  peak	  Cme	  
  A	  steeper	  slope	  indicates	  viewer	  concentraCon	  on	  a	  smaller	  number	  of	  channels	  


Data generated by accessing the BARB database, using Kantar media. 
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Varying	  popularity	  of	  programs	  
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Data generated by accessing the BARB database, using Kantar media. 


Viewing figures for Fox, 9 November 2012. Average daily PVR recordings in the UK in 2012. 


  All	  programs	  are	  not	  equally	  popular	  
  This	  is	  not	  just	  related	  to	  Cme	  of	  viewing	  
  Peak	  Cme	  programs	  are	  the	  most	  recorded	  
  On	  some	  channels,	  the	  audience	  increases	  significantly	  for	  specific	  programs	  
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Varying	  popularity	  of	  TV	  content	  


S6: Moving to Content-Centric Networks 8 15-16 Oct 2013 


  All	  TV	  content	  assets	  are	  not	  equally	  popular	  
  The	  popularity	  follows	  Zipf’s	  Law	  where	  the	  logarithm	  of	  popularity	  is	  proporConal	  to	  the	  logarithm	  


of	  rank	  (the	  posiCon	  in	  a	  list	  of	  content	  sorted	  by	  popularity	  
  In	  this	  example,	  the	  most	  popular	  asset	  is	  viewed	  10	  Cmes	  as	  oXen	  as	  the	  asset	  that	  is	  10th	  in	  the	  


list	  of	  popularity,	  and	  is	  viewed	  100	  Cmes	  as	  oXen	  as	  the	  asset	  that	  is	  100th	  in	  the	  list	  of	  popularity.	  


George Kingsley Zipf 
1902–1950 


Source: Wikipedia 


Popularity	  versus	  rank	  for	  video	  content	  







Internet	  traffic	  levels	  by	  Cme	  of	  
day	  
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Over	  50%	  of	  the	  total	  internet	  traffic	  is	  
video	  traffic	  


This	  is	  consistent	  throughout	  the	  day.	  


The	  average	  traffic	  throughout	  the	  day	  
is	  about	  50%	  of	  the	  peak	  


The	  peak	  is	  predicted	  to	  increase	  
quicker	  than	  the	  mean:	  by	  2017,	  peak	  
Cme	  traffic	  is	  predicted	  to	  increase	  
four	  Cmes	  and	  the	  average	  traffic	  	  	  
three	  Cmes	  


	  


Traffic	  on	  the	  BT	  network	  on	  a	  typical	  day	  


  Service	  providers	  need	  to	  design	  for	  the	  peak	  level	  of	  traffic	  
  Caching	  at	  the	  edge	  of	  the	  network,	  near	  end	  users,	  reduces	  core	  network	  bit	  rate	  demand	  
  Delivering	  content	  off	  peak	  could	  reduce	  core	  network	  bit	  rate	  demand	  further	  


Could	  content	  be	  delivered	  to	  edge	  caches	  pre-‐empCvely?	  







SeparaCng	  content	  delivery	  from	  content	  rights	  	  
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  TradiConally	  content	  delivery	  and	  content	  rights	  were	  combined	  
  Broadcast	  TV	  using	  condiConal	  access	  and	  smart	  cards	  
  Physical	  Media,	  e.g.	  DVD,	  with	  content	  protecCon	  


  Modern	  DRM	  systems	  allow	  content	  delivery	  to	  be	  separated	  from	  content	  rights	  
  Encrypted	  content	  can	  be	  freely	  distributed,	  and	  “side-‐loaded”	  onto	  devices	  
  Content	  is	  associated	  with	  rights	  that	  limit	  play	  back:	  


  to	  specific	  people	  or	  specific	  devices	  
  to	  specific	  Cme	  periods	  


  Content	  could	  be	  distributed	  before	  play	  back	  is	  allowed	  


  The	  Digital	  Entertainment	  Content	  Ecosystem	  has	  created	  a	  digital	  rights	  locker	  
ecosystem	  named	  UltraViolet	  that	  operates	  on	  these	  principles	  







Can	  live-‐broadcast	  content	  be	  cached	  pre-‐empCvely?	  


S6: Moving to Content-Centric Networks 11 15-16 Oct 2013 


Documentary
45%


Drama
21%


Game	  Show
12%


Live	  Game	  Show
2%


Movie
4%


News
11%


Sports	  Highlights
2%


Live	  Sport
3%


8.3


0.0 0.0 0.0 0.0 0.0


7.5


5.0


8.3


12.9 12.9 12.9 12.9


12.9
3.3


5.0


0.0 0.0 0.0 0.0


12.5


0


5


10


15


20


25


30


35


Saturday Sunday Monday Tuesday Wednesday Thursday Friday


Pe
rc
en


ta
ge
	  o
f	  b


ro
ad


ca
st
	  co


nt
en


t	  t
ha


t	  i
s	  l
iv
e


Live	  Sport


News


Live	  Game	  Show


A	  large	  proporCon	  of	  broadcast	  content	  is	  not	  actually	  live	  but	  filmed	  much	  earlier	  
Content	  could	  be	  pre-‐empCvely	  cached	  ahead	  of	  ‘broadcast’	  or	  ‘availability’	  Cme	  


But	  there	  are	  content	  rights	  and	  content	  availability	  issues	  	  


  Analysis	  of	  TV	  content	  on	  the	  five	  most	  popular	  channels	  in	  the	  UK	  during	  the	  week	  
20-‐26	  July	  2013,	  during	  the	  peak	  viewing	  period	  of	  7PM	  to	  11PM	  


  16%	  is	  broadcast	  live,	  consisCng	  of	  3%	  Sport,	  2%	  Live	  Game	  Shows	  and	  11%	  News	  







Can	  live-‐broadcast	  content	  be	  cached	  pre-‐empCvely?	  
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There	  is	  an	  opportunity	  to	  pre-‐empCvely	  cache	  content	  to	  saCsfy	  later	  demands	  for	  online	  ‘catch-‐up’,	  
thus	  moving	  traffic	  from	  peak	  Cme	  to	  off	  peak	  


But	  there	  are	  content	  rights	  and	  content	  availability	  issues	  	  


  Analysis	  of	  over	  500	  of	  the	  most	  viewed	  TV	  programs	  in	  the	  UK	  during	  the	  week	  20-‐26	  July	  2013	  
  This	  represents	  400	  hours	  of	  program	  content,	  and	  over	  50%	  of	  the	  total	  viewer	  minutes	  
  About	  35-‐40%	  of	  content	  that	  is	  viewed	  at	  the	  Cme	  of	  broadcast	  is	  actually	  live	  content	  
  But	  only	  about	  5-‐10%	  of	  content	  viewed	  later,	  using	  a	  PVR,	  was	  originally	  broadcast	  live	  
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Data generated by accessing the BARB database, using Kantar media. 







Which	  content	  assets	  should	  be	  cached?	  
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Given	  the	  Zipf	  distribuCon	  of	  content	  popularity,	  caching	  can	  be	  very	  
effecCve	  even	  if	  the	  selecCon	  of	  content	  assets	  to	  cache	  is	  not	  perfect	  







How	  long	  does	  content	  need	  to	  be	  cached?	  
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Data generated from BT Wholesale CDN content request log files. 
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Daily	  program,	  half	  life	  =	  0.93	  days


Weekly	  program,	  half	  life	  =	  1.39	  days


Weekly	  news	  program,	  half	  life	  =	  0.81	  days


Weekly	  program,	  half	  life	  =	  1.44	  days


𝐶𝑢𝑚𝑢𝑙𝑎𝑡𝑖𝑣𝑒=𝑇𝑜𝑡𝑎𝑙×(1− 2↑− 𝑡/𝜆  ) 
 


where 𝜆  = half life and 𝑡  is time 


Chart	  showing	  cumulaCve	  viewing	  of	  
selected	  “catch-‐up”	  TV	  content	  assets	  


Curves	  matched	  to	  exponenCal	  
distribuCon	  


“Half	  Life”	  of	  content	  calculated:	  this	  is	  
the	  Cme	  to	  get	  50%	  of	  viewings,	  or	  half	  
the	  Cme	  to	  get	  75%,	  etc.	  


Daily	  programs	  generally	  have	  shorter	  
half	  lives	  than	  weekly	  programs	  


However,	  weekly	  news	  programs	  have	  
shorter	  half	  lives	  
Content	  with	  a	  longer	  half	  life	  needs	  to	  
be	  retained	  in	  the	  cache	  for	  a	  	  	  	  	  	  	  	  	  	  	  
longer	  Cme.	  







Content	  Centric	  Networking	  
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  A	  new	  transport	  protocol	  built	  on	  Named	  Data	  
  A	  packet	  address	  is	  a	  content	  name	  rather	  than	  a	  locaCon	  
  Content	  is	  cached	  at	  routers	  rather	  than	  simply	  queued	  for	  forwarding	  


  Created	  by	  Van	  Jacobson	  et	  al	  at	  the	  Palo	  Alto	  Research	  Center	  (PARC)	  
  Emerging	  Networks	  ConsorCum	  


  An	  iniCaCve	  to	  advance	  the	  development	  of	  Content-‐Centric	  Networking	  
  Founded	  by	  PARC	  in	  2012	  
  Founding	  members	  include	  Alcatel-‐Lucent,	  BT,	  France	  Telecom-‐Orange,	  HCL,	  Huawei,	  


MACH,	  Panasonic,	  and	  Samsung	  Electronics	  Co.,	  Ltd.	  


Figure taken from V. Jacobson et al., 
“Networking Named Content,”     


ACM CoNEXT Dec 2009, pp. 1-12. 







CCN	  Packet	  Forwarding	  
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  Content	  Store	  
Same	  as	  buffer	  memory	  on	  an	  IP	  router	  but	  configured	  to	  cache	  rather	  then	  queue	  
Data,	  thus	  saving	  upstream	  demand	  and	  downstream	  latency	  


  Pending	  Interest	  Table	  
‘Bread	  crumb’	  trail	  of	  upstream	  Interests	  to	  direct	  downstream	  Data	  


  Forwarding	  InformaCon	  Base	  
A	  table	  of	  outbound	  Faces	  for	  Interests,	  where	  each	  entry	  may	  list	  mulCple	  Faces	  


Figure taken from V. Jacobson et al., 
“Networking Named Content,”     


ACM CoNEXT Dec 2009, pp. 1-12. 


A	  CCN	  node	  operates	  like	  an	  IP	  node:	  	  
•  a	  packet	  arrives	  on	  a	  face,	  
•  a	  lookup	  is	  done	  on	  the	  name,	  
•  and	  an	  acCon	  is	  taken.	  







CCN	  Message	  Processing	  
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Processing	  Interest	  Packets	  


1.  Lookup	  the	  Content	  Store	  
2.  If	  found,	  transmit	  the	  Data	  and	  delete	  


the	  Interest	  
3.  Otherwise	  look	  up	  the	  Pending	  


Interest	  Table	  (PIT)	  
4.  If	  found,	  add	  the	  arrival	  Face	  to	  the	  


PIT	  entry	  and	  delete	  the	  Interest	  
5.  Otherwise	  look	  up	  the	  Forwarding	  


Informa.on	  Base	  (FIB)	  
6.  If	  found,	  create	  a	  PIT	  entry	  and	  


forward	  the	  Interest	  on	  one	  or	  more	  
Faces	  according	  to	  Strategy	  


7.  Otherwise	  delete	  the	  Interest	  


Processing	  Data	  Packets	  


1.  Lookup	  the	  Content	  Store	  
2.  If	  found,	  discard	  the	  Data	  as	  Interest	  


is	  already	  saCsfied	  
3.  Otherwise	  look	  up	  the	  Pending	  


Interest	  Table	  (PIT)	  
4.  If	  found,	  store	  the	  Data	  in	  the	  


Content	  Store,	  transmit	  the	  Data	  on	  
all	  Faces	  listed	  in	  the	  PIT	  entry	  and	  
delete	  the	  PIT	  entry	  


5.  Otherwise	  the	  Data	  is	  unsolicited	  and	  
should	  be	  discarded,	  but	  instead	  may	  
be	  stored	  in	  the	  Content	  Store	  


The	  Data	  ‘consumes’	  the	  Interest	  







The	  CCN	  Strategy	  Layer	  
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  The	  FIB	  may	  contain	  mulCple	  Faces	  for	  any	  Content	  Prefix	  
  Data	  can	  not	  loop	  in	  CCN	  


  The	  Strategy	  Layer	  determines	  where	  to	  send	  Interests	  
  The	  Strategy	  Layer	  can	  (occasionally)	  run	  experiments:	  


  The	  same	  interest	  can	  be	  sent	  on	  mulCple	  Faces	  
  Unlike	  IP,	  in	  CCN,	  the	  Data	  will	  return	  on	  the	  same	  path	  as	  the	  Interest	  
  Therefore	  the	  best	  Face	  can	  be	  determined	  


  This	  provides	  automaCc	  failover	  protecCon	  


Figure taken from V. Jacobson et al., 
“Networking Named Content,”     


ACM CoNEXT Dec 2009, pp. 1-12. 


The	  strategy	  layer	  makes	  
the	  fine-‐grained,	  dynamic	  
opCmizaCon	  choices	  
needed	  to	  best	  exploit	  
mulCple	  connecCviCes	  
under	  changing	  	  	  
condiCons.	  







CCN	  Performance	  
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Figure taken from V. Jacobson et al., “Networking 
Named Content,” ACM CoNEXT Dec 2009, pp. 1-12. 


Comparison of HTTP/TCP and CCN	  
•  Each	  client	  pulls	  the	  same	  6MByte	  file	  
•  Total	  transfer	  Cme	  is	  measured	  for	  an	  


increasing	  number	  of	  clients	  
•  HTTP/TCP	  outperforms	  for	  one	  client	  due	  to	  


higher,	  signature,	  overhead	  of	  CCN	  
•  CCN	  outperforms	  for	  more	  clients	  due	  to	  


intermediate	  node	  caching	  


  CCN	  node	  caching	  can	  deliver	  live	  TV	  as	  efficiently	  as	  using	  mulCcast	  
  The	  efficiency	  of	  mulCcast	  can	  be	  achieved	  for	  all	  client	  devices,	  even	  those	  without	  mulCcast	  support	  


  Retransmission	  of	  lost	  informaCon	  is	  more	  efficient	  than	  with	  mulCcast	  
  Data	  is	  retransmined	  only	  over	  the	  link	  where	  loss	  occurred,	  reducing	  latency	  


  ‘Re-‐start’	  services	  can	  be	  implemented	  easily	  
  Data	  for	  a	  live	  TV	  program	  may	  be	  cached	  near	  to	  a	  client	  wishing	  to	  view	  a	  program	  from	  the	  start	  


Some	  hard	  to	  design	  services	  ‘come	  for	  free’	  with	  the	  CCN	  architecture	  







Summary	  
•  Over	  50%	  of	  current	  internet	  traffic	  is	  video	  


–  This	  is	  expected	  to	  grow	  in	  the	  future	  
–  It	  peaks	  during	  the	  evening	  and	  the	  peak	  is	  expected	  to	  grow	  faster	  than	  the	  average	  


•  Content	  popularity	  approximately	  follows	  Zipf’s	  laws	  
–  Popular	  items	  are	  viewed	  orders	  of	  magnitude	  more	  oXen	  than	  lower	  ranked	  items	  


•  Much	  TV	  viewing	  is	  at	  Cme	  of	  broadcast	  
–  Viewing	  preferences	  are	  driven	  by	  the	  broadcast	  schedule	  
–  But	  much	  broadcast	  content	  is	  not	  actually	  live	  


•  Content	  could	  be	  cached	  close	  to	  clients	  ahead	  of	  viewing	  Cme	  
–  Caching	  reduces	  the	  average	  core	  network	  bandwidth	  
–  Pre-‐empCve	  caching	  reduces	  peak	  core	  network	  bandwidth	  


•  Content-‐Centric	  Networking	  
–  Content	  is	  requested	  by	  name	  rather	  than	  address	  
–  Content	  caches	  are	  an	  integrated	  component	  of	  the	  network	  
–  Some	  hard	  to	  design	  services	  ‘come	  for	  free’	  with	  the	  CCN	  architecture	  
–  Could	  iniCally	  be	  an	  overlay	  on	  exisCng	  IP	  networks,	  as	  adopted	  by	  the	  CCNx	  consorCum	  
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The	  End	  
Mike Nilsson 
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An Approach to Expose M2M Services over 
OMA Next Generation Service Interface 


Outline	  


•  Context-‐aware	  Systems	  
•  Future	  of	  Machine-‐to-‐Machine	  (M2M)	  
•  M2M	  Standards	  Ac7vi7es	  	  
•  OMA	  NGSI	  Standards	  
•  OpenMTC:	  a	  Context	  Management	  framework	  
•  OpenMTC	  @	  Fi-‐ware	  


2 15-16 Oct 2013 







An Approach to Expose M2M Services over 
OMA Next Generation Service Interface 


Mo7va7on:	  Context-‐aware	  
Systems	  


•  Enable	  Smart	  systems	  to	  an7cipate	  users’	  
needs	  and	  to	  act	  in	  advance.	  


•  Adapt	  opera7ons	  to	  the	  current	  context	  
without	  explicit	  user	  interven7on.	  


•  Increasing	  usability	  and	  effec7veness	  by	  
taking	  environmental	  context	  into	  account.	  
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An Approach to Expose M2M Services over 
OMA Next Generation Service Interface 


Defini7on	  of	  Context-‐aware	  System	  


•  A	  system	  uses	  
context	  to	  provide	  
relevant	  informa7on	  
and/or	  services	  to	  
the	  user,	  where	  
relevancy	  depends	  
on	  the	  user’s	  task	  
[DeyAbowd2000]	  
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IoS	  
Harmoniza7on	  of	  
Applica7ons	  	  
Context-‐aware	  Services	  


IoC	  
Interworking	  social	  


context	  and	  
environment	  


IoT	  
Billions	  of	  Connected	  
Things	  
Less	  User	  Interven7on	  


M2M	  
Heterogeneous	  Wireless	  


Sensors	  Networks	  	  
Advanced	  Low	  Cost	  


Sensors	  


IoS: Internet of Services 
IoC: Internet of Content  
IoT : Internet of Things 
M2M: Machine-to-Machine 
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Defini7on	  of	  Context	  


•  Any	  informa7on	  that	  can	  be	  used	  to	  characterize	  the	  situa7on	  
of	  en77es	  (i.e.	  whether	  a	  person,	  place	  or	  object)	  that	  are	  
considered	  relevant	  to	  the	  interac7on	  between	  a	  user	  and	  an	  
applica7on,	  including	  the	  user	  and	  the	  applica7on	  themselves	  
[DeyAbowd2000]	  
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Source: OMA-TS-NGSI_Context_Management-V1 
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OMA Next Generation Service Interface 


Es7mated	  Economic	  Impact	  


•  Major	  applica7ons	  enabled	  by	  advanced	  technology	  
infrastructure,	  e.g.,	  advanced	  supply	  chain	  systems	  	  
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SOURCE: McKinsey Global Institute analysis  


•  IoT	  Offers	  poten7al	  to	  
drive	  produc7vity	  across	  
$36	  trillion	  in	  opera7ng	  
costs	  of	  key	  affected	  
industries:	  manufacturing,	  
health	  care,	  and	  mining	  


•  Poten7al	  economic	  impact	  
in	  2025	  across	  sized	  
applica7ons	  of$2.7	  trillion
—$6.2	  trillion	  







An Approach to Expose M2M Services over 
OMA Next Generation Service Interface 


M2M	  Standard	  Landscape	  
•  ETSI,	  OMA	  &	  3GPP	  standards	  together	  develop	  a	  complete	  network	  oriented	  


M2M	  communica7on	  architecture.	  
•  oneM2M	  cooperate	  in	  the	  produc7on	  of	  globally	  applicable,	  access-‐


independent	  M2M	  Service	  Layer	  specifica7ons,	  including	  Technical	  
Specifica7ons	  and	  Technical	  Reports	  related	  to	  M2M	  Solu7ons.	  


7 15-16 Oct 2013 


M2M Devices 
M2M Gateways 
M2M Devices 


Access and 
Core Network 


M2M Network 
Middleware 
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OMA Next Generation Service Interface	  


•  Objec>ves	  
–  Extensions	  for	  personal	  communica7on	  services,	  including	  	  


•  Rich	  mul7media	  services	  
•  Access	  to	  media/data	  storages	  and	  related	  control	  mechanism	  	  


–  Related	  Context	  and	  Personaliza7on	  within	  focus	  for	  mul7media	  
services	  	  


•  The	  scope	  of	  the	  NGSI	  v1.0	  is	  the	  standardiza7on	  of	  
new	  func7onal	  APIs	  for:	  


–  Data	  Configura7on	  and	  Management	  	  
–  Call	  Control	  and	  Configura7on	  
–  Mul7media	  List	  Handling	  Extensions	  
–  Context	  Management	  
–  Iden7ty	  Control	  
–  Registra7on	  and	  Discovery	  func7ons	  
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Extension	  of	  OMA	  Next	  Genera7on	  
Interfaces	  for	  M2M	  


•  FOKUS	  uses	  and	  adapts	  
NGSI	  for	  hybrid	  M2M	  &	  
H2H	  service	  access	  and	  
exposure	  


•  NGSI	  Context	  API	  
extended	  for	  M2M	  device,	  
network	  and	  data	  
handling.	  


•  OMA	  NGSI	  provide	  
standardized	  APIs	  for	  
communica7on	  services.	  
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OpenMTC	  Plagorm	  As	  A	  Context	  Management	  
Framework	  


•  A	  middleware	  plagorm	  for	  M2M	  
oriented	  applica7ons	  and	  services.	  


•  A	  prototype	  implementa7on	  of	  ETSI	  
M2M	  standards.	  


•  M2M	  Service	  Capabili7es	  
–  Providing	  a	  set	  of	  M2M	  func7ons	  to	  


applica7ons	  in	  both	  network	  and	  
device	  domains.	  


–  Expose	  func7ons	  through	  specified	  
open	  interfaces.	  


–  Use	  Core	  Network	  func7onali7es.	  
–  Simplify	  and	  op7mize	  applica7on	  


development	  and	  deployment	  
through	  hiding	  of	  network	  
specifici7es.	  
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OpenMTC	  Plagorm	  As	  A	  Context	  Management	  
Framework	  


Standard-‐based	  APIs	  
•  Enable	  sharing	  of	  M2M	  data	  


between	  heterogeneous	  
context	  management	  
plagorms	  via	  standards	  
interface	  points.	  


•  Allow	  3rd	  party	  applica7on	  
developers	  	  
–  Build	  new	  services.	  
–  Control	  access	  of	  network	  


capabili7es.	  
–  Enhance	  exis7ng	  services.	  
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•  ETSI	  specifica7ons	  define	  three	  
interfaces:	  mIa,	  dIa	  and	  mId	  	  


•  Open	  M2M	  APIs	  from	  ETSI	  renders	  
capabili7es	  that	  enable	  the	  
implementa7on	  of	  M2M	  
applica7ons	  at	  constrained	  
resources	  devices	  as	  well	  as	  web	  
servers.	  	  
–  Subscrip7on	  and	  No7fica7on	  
–  Grouping	  
–  Transac7ons	  
–  Applica7on	  Management	  
–  Compensa7on	  (micro-‐payment)	  
–  Sessions	  
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OpenMTC	  Plagorm	  As	  A	  Context	  Management	  
Framework	  
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OpenMTC	  APIs	  to	  NGSI	  Specifica7ons	  


The	  aim	  of	  the	  MTC	  APIs	  is	  to	  provide	  light	  
and	  abstracted	  APIs	  to	  support	  the	  
development	  of	  M2M	  applica7ons	  and	  
make	  the	  core	  assets	  and	  service	  
capabili7es	  available	  to	  3rd	  party	  
developers.	  
•  Network	  APIs	  


–  Controlling	  applica7ons	  access	  and	  
usage	  of	  service	  capabili7es	  provided	  
by	  OpenMTC	  


•  Device	  APIs	  
–  Registering	  and	  defining	  device's	  


resources	  as	  context	  providers.	  


•  Data	  APIs	  
–  Handling	  context	  informa7on	  from	  


connected	  devices.	  
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Extension	  of	  OMA	  Next	  Genera7on	  
Interfaces	  for	  M2M	  


•  The	  Context	  Management	  APIs	  provides	  interfaces	  in	  order	  
to:	  
–  Manage	  the	  Context	  Informa7on	  about	  Context	  En77es,	  for	  example	  


the	  life7me	  and	  quality	  of	  informa7on.	  	  
–  Access	  (query,	  subscribe/no7fy)	  to	  the	  available	  Context	  Informa7on	  


about	  Context	  En77es.	  


•  NGSI	  Interface	  9/10	  are	  used	  for	  human-‐to-‐human	  and	  M2M	  
communica7on.	  
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Extension	  of	  OMA	  Next	  Genera7on	  
Interfaces	  for	  M2M	  


NGSI-‐9	  
•  OpenMTC:	  


–  Register	  and	  update	  Context	  
En77es,	  their	  akributes	  and	  
their	  availability.	  


–  Discover	  (e.g.,	  by	  query	  or	  
no7fica7on)	  Context	  En77es,	  
their	  akributes	  and	  their	  
availability.	  


•  OpenIMS:	  


–  Register	  and	  update	  user	  IDs	  
for	  loca7on	  and	  presence	  
updates	  


–  Discover	  user	  IDs	  with	  
presence	  and	  loca7on	  
informa7on	  available	  


	  


NGSI-‐10	  
•  OpenIMS/OpenMTC:	  


–  Update	  Context	  Informa7on	  
associated	  with	  Context	  En77es.	  


–  Query	  for	  Context	  Informa7on	  
associated	  with	  Context	  En77es.	  


–  Subscribe	  to	  Context	  Informa7on	  
associated	  with	  Context	  En77es,	  
including	  op7onally	  specifying	  
when	  to	  be	  no7fied	  (e.g.,	  on	  
change	  basis,	  periodically).	  


–  No7fy	  subscribers	  about	  Context	  
Informa7on	  associated	  with	  
Context	  En77es.	  
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OpenMTC	  @	  fi-‐ware	  


•  European	  Future	  Internet	  
Plagorm	  FI-‐Ware	  for	  	  


•  General	  Enabler	  (GE)	  
•  OpenMTC	  implements	  the	  	  


Gateway	  Device	  
Management	  GE	  of	  the	  
Internet	  of	  Things	  (IoT)	  
Services	  Enablement	  
architecture.	  
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Internet of Things (IoT) Services Enablement Architecture 
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Conclusion	  


•  Context	  awareness	  feature	  in	  Smart	  systems	  allow	  the	  
adapta7on	  of	  the	  environment	  states	  and	  op7mizing	  
services.	  	  


•  M2M	  communica7on	  plagorms	  provide	  the	  means	  to	  
connect	  objects,	  and	  facili7es	  the	  informa7on	  exchange.	  


•  Although	  the	  adapta7on	  of	  open	  APIs	  in	  developing	  
Web	  services	  increases	  the	  portability,	  it	  does	  not	  
ensure	  the	  interoperability.	  	  


•  Standards	  are	  needed	  to	  unify	  the	  communica7on	  
mechanisms	  between	  cooperated	  services.	  
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Thank	  you	  for	  your	  aken7on	  
Asma Elmangoush 
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Outline	  


•  Introduc;on	  
•  Service	  Composi;on	  in	  the	  TelCo	  SDP	  
•  Service	  Composi;on	  in	  the	  Internet	  
•  Classifica;on	  of	  Service	  Composi;on	  models	  
•  Hybrid	  Service	  Composi;on	  in	  the	  SDP	  
•  Conclusions	  


Session 6 / Hybrid Composition of Telecom and 
Internet Services: the Telecom Operator Perspective 
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Introduc;on	  


•  We	  analyzed	  the	  Service	  Composi;on	  paradigm	  from	  
the	  Telecom	  Operator	  point	  of	  view	  
–  Where	  are	  basic	  services	  running?	  
–  Where	  are	  service	  composi;ons	  running?	  


•  We	  propose	  a	  classifica;on	  and	  a	  comparison	  of	  the	  
different	  approaches	  


•  We	   iden;fied	   the	   “hybrid”	   service	   composi;on	  
model	  as	  the	  most	  promising	  for	  TelCos	  


•  We	   described	   a	   “hybrid	   service	   composi;on	  
plaLorm”	  integrated	  in	  the	  TelCo	  SDP	  
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Service	  Composi;on	  in	  the	  TelCo	  
SDP	  


•  To	  improve	  the	  development	  of	  
internal	  services	  Telcos	  started	  
adop;ng	  SDP	  to	  restructure	  their	  
service	  layer	  


•  Unfortunately,	  at	  the	  moment,	  SDP	  
deployments	  are	  mainly	  based	  on	  
proprietary	  solu;ons:	  
–  a	  reference	  architecture	  is	  s;ll	  missing	  


Session 6 / Hybrid Composition of Telecom and 
Internet Services: the Telecom Operator Perspective 


 
4 15-16 Oct 2013 


•  Defined	  an	  SDP	  Reference	  Architecture	  
aiming	  at	  suppor;ng	  a	  Service	  Composi;on	  model:	  
–  Composite	  Services	  are	  defined	  by	  orchestra;ng	  	  Service	  Components;	  
–  specialized	  to	  process	  asynchronous	  events	  and	  handle	  large	  and	  dynamic	  


sets	  of	  concurrent	  ac;vi;es	  execu;ng	  long-‐running	  transac;ons	  (see	  
"Analysis	  of	  Design	  PaTerns	  for	  Composite	  Telco	  Services",	  ICIN2010)	  







Service	  Composi;on	  in	  the	  Internet	  


•  High	  availability	  of	  contents	  and	  services	  (Web	  APIs)	  
through	  technologies	  typical	  of	  the	  Web	  2.0	  philosophy	  
such	  as	  RSS	  Feed,	  Atom,	  REST-‐WS,	  SOAP-‐WS,	  etc.	  


•  Availability	  of	  tools	  for	  the	  rapid	  development	  of	  
Mashups	  (a.k.a.	  Composite	  Services)	  that	  combine	  
different	  resources	  such	  as	  Yahoo	  Pipes!,	  JackBe	  Presto,	  
etc.	  	  
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Classifica;on	  
•  We	  analyze	  the	  Service	  Composi;on	  paradigm	  from	  the	  point	  


of	  view	  of	  the	  Telcos.	  We	  use	  2	  dimensions:	  	  
–  Composite	  Service	  Loca<on	  (X	  axis)	  
–  Service	  Component	  Loca<on	  (Y	  axis)	  


and	  2	  possible	  values:	  	  
–  IN:	  the	  service	  is	  running	  INside	  the	  TelCo	  SDP	  	  
–  OUT:	  the	  service	  is	  running	  OUTside	  the	  TelCo	  SDP	  	  
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IN	  


IN	  


OUT	  


OUT	  


1	  


2	  


3	  


4	   In	  the	  SDP	  


In	  the	  Internet	  


HYBRID	  


1	  


2	  


3	   4	  


Tradi;onal	  Telco	  services,	  
possibly	  coordina;ng	  
mul;ple	  resources	  


Internet-‐like	  applica;ons	  
based	  on	  mash-‐ups	  Parlay-‐like	  approach	  Telco	  services	  exploi;ng	  


'Web	  as	  a	  PlaLorm'	  
approach	  







The	  Out/In	  &	  In/Out	  Hybrid	  models	  (1/4)	  
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Out/In model In/Out model 


E.g., Tweet2Call E.g., Call Redirect  
on FB status 







The	  Out/In	  &	  In/Out	  Hybrid	  models	  (2/4)	  
Comparison	  (from	  the	  TelCo	  perspec-ve):	  	  
Out/In	  vs.	  In/Out	  


•  Telco	  service	  granularity	  level	  
– Out/In:	  the	  TelCo	  decides	  what	  to	  expose	  (and	  
how)	  


–  In/Out:	  the	  usage	  of	  na;ve	  interfaces	  is	  allowed	  
•  Programming	  skills	  


– Out/In:	  tools	  for	  non-‐skilled	  users	  exists	  (but	  
limited	  func;onali;es)	  


–  In/Out:	  deep	  knowledge	  of	  TelCo	  protocols	  (but	  
no	  limita;ons)	  
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The	  Out/In	  &	  In/Out	  Hybrid	  models	  (3/4)	  
Comparison	  (from	  the	  TelCo	  perspec-ve):	  	  
Out/In	  vs.	  In/Out	  


•  Execu;on	  latency	  
– Out/In:	  many	  levels	  are	  involved	  (e.g.,	  the	  Service	  
Exposure	  Layer)	  –	  higher	  latency	  


–  In/Out:	  direct	  access	  to	  TelCo	  services	  –	  lower	  
latency	  


•  Composite	  Service	  lifecycle	  management	  
– Out/In:	  out	  of	  the	  control	  of	  the	  TelCo	  
–  In/Out:	  the	  TelCo	  manages	  all	  the	  phases	  
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The	  Out/In	  &	  In/Out	  Hybrid	  models	  (4/4)	  


Comparison	  (from	  the	  TelCo	  perspec-ve):	  	  
Out/In	  vs.	  In/Out	  


•  Security/Iden;ty	  mgmt	  
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Functions Out/In In/Out 
Control on message exchanges 


firewall and controls at 
networking level 


on in-bound 
messages 


on in-bound 
messages 


controls at application 
protocol level 


on in-bound 
messages 


on in-bound 
messages 


data integrity yes (optional) if required by 
external service 


AAA functions 
authentication of the 
3rd Party applications yes optional 


application-component 
subscriptions yes no 


generation of logs 
(monitoring, account.) yes yes 


 







Hybrid	  Service	  Composi;on	  in	  the	  SDP	  
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We took an already  
existing Service  
Composition platform… 


…and we integrate it  
into the SDP 







Related	  works	  


•  Ericsson	  Composi;on	  Engine	  
–  JEE-‐based	  plaLorm	  for	  Service	  Composi;on	  


•  FOKUS	  Service	  Broker	  
– Based	  on	  the	  State	  Chart	  XML	  technology	  


•  IMS	  SCIM	  
– No	  valuable	  implementa;on	  for	  that	  
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Conclusions	  
•  We	  provided	  a	  classifica;on	  of	  the	  different	  Service	  


Composi;on	  approaches	  involving	  the	  TelCo	  
•  We	  analyzed	  and	  compared	  in	  depth	  the	  two	  most	  


promising	  approaches	  (i.e.,	  the	  Out/In	  	  &	  In/Out	  models)	  
•  The	  bricks	  classified	  as	  “Out”	  can	  also	  be:	  	  


–  Smart	  Things	  (see	  the	  iCore	  project	  and	  “Smart	  Object	  
Coopera<on	  through	  Service	  Composi<on”	  @ICIN2011)	  


–  Device	  capabili;es	  like	  sensors,	  storage,	  user	  profile,	  etc.	  
•  We	  proposed	  the	  architecture	  for	  a	  SDP	  suppor;ng	  both	  


the	  models	  
•  Future	  work:	  	  


–  Integra;on	  of	  the	  plaLorm	  in	  a	  real	  world	  scenario	  
–  Improve	  the	  business	  models	  involving	  the	  TelCo	  
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The End 
Michele Stecca 


Follow me on Twitter: @steccami 
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– Dean	  Bubley,	  DisrupFve	  Analysis	  
•  Agile	  telco	  networks	  for	  innovaFve	  services	  


– Roberto	  Minerva,	  Telecom	  Italia	  
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Looking	  for	  a	  magic	  answer	  
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Goal	  
Reduce	  Time-‐to-‐Market	  to	  deliver	  services	  


Reduce	  OPEX	  and	  CAPEX	  
Finding	  new	  business	  models	  and	  killer	  apps…	  


(1)	  Exploring	  solu2ons	  for	  
increasing	  network	  agility


	  	  


(2)	  Moving	  intelligence	  back	  
an	  forth	  between	  the	  


terminal	  and	  the	  network	  







(1)	  Increasing	  network	  agility	  
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Goal	  
Reduce	  Time-‐to-‐Market	  to	  deliver	  services	  


Reduce	  OPEX	  and	  CAPEX	  


ICIN’1989	  
Dominant	  technology:	  CS	  
Services	  are	  voice-‐centric	  
Transport	  services	  not	  a	  


concern	  


ICIN’2013	  
Dominant	  Technology:	  IP	  
Services	  are	  mulFmedia	  	  
Transport	  services	  equally	  
important	  as	  applicaFon	  


services	  


Same	  solu2ons?	  
Make	  the	  networks	  programmable	  
Externalize	  &	  centralize	  intelligence	  







(2)	  Moving	  intelligence	  across	  the	  UNI	  


•  ICIN’89	  
–  analog	  dumb	  client,	  no	  processing	  capacity	  
–  Service	  Logic	  in	  the	  network	  


•  ICIN’2000	  
–  SIP	  intelligent	  client,	  some	  processing	  capacity	  
–  Service	  Logic	  shared	  between	  the	  devices	  and	  the	  
network	  


•  ICIN’2013	  
–  Dumb	  Web-‐based	  client,	  ever	  increasing	  processing	  
capacity	  


–  Service	  logic	  in	  the	  network	  but	  executed	  in	  the	  device	  
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ICIN’2013:	  What’s	  new?	  


•  Advocated	  technical	  approaches	  are	  similar	  than	  in	  the	  late	  80’s	  but	  the	  
tools	  are	  different:	  
–  New	  tools	  for	  applicaFon	  services:	  


•  WebRTC	  and	  Web	  technologies	  in	  general,	  	  context-‐management	  
–  New	  tools	  for	  transport	  services	  and	  infrastructure	  agility	  


•  SDN,	  NFV	  &	  Cloud	  technologies,	  CCN	  
•  and	  there	  are	  new	  security	  threats	  (Cloud-‐related,	  new	  type	  of	  


endpoints…)	  


•  New	  types	  of	  endpoints	  (e.g.	  IoT/M2M)	  playing	  an	  increasing	  role	  


•  New	  business	  models:	  Not	  only	  coopera2on	  with	  OTT	  players,	  but	  also	  
with	  u2li2es,	  car	  industry,	  public	  transport…	  	  


•  CommunicaFon	  technologies	  as	  means	  to	  enter	  new	  market	  segments	  
(mobile	  banking,	  recommendaFons	  business,	  e-‐health,	  e-‐learning…)	  
–  While	  keeping	  in	  mind	  the	  importance	  of	  privacy	  management	  
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– Roberto	  Minerva,	  Telecom	  Italia	  
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Thanks	  


15-16 Oct 2013 8 Closing Session 








	  
	  Conference	  Review	  


Network	  Transforma4on	  
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•  Network	  Transforma4on	  
– Two	  no4ceable	  architectural	  paths	  
– A	  Ques4on	  …	  	  


2 15-16 Oct 2013 Network Transformation 







Tradi4onal	  Path	  
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Standard 
Architecture 
 
Please note that the 
technological basis of 
IMS have been laid 
down in the ‘90 







Tradi4onal	  Path:	  usual	  problems	  
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A kind of obsession for 
Quality of Service as a 
function that the users want 
to pay for  


Network Transformation 







Tradi4onal	  Path:	  preserving	  the	  business	  	  
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Tradi4onal	  Path:	  new	  opportuni4es	  in	  
developing	  countries	  (Village	  Phone	  Model)	  
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Tradi4onal	  Path:	  same	  old	  services	  
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«new» technologies for 
making a phone call   


Same attitude/need for 
Interworking 


Network Transformation 







Leveraging	  the	  Network	  for	  newer	  services	  


8 15-16 Oct 2013 


M2M with OMA  


Network Transformation 







The	  Cloud	  as	  a	  means	  of	  transforma4on	  
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Traditional … an extension of IMS  


Network Transformation 







The	  Cloud	  as	  a	  means	  of	  transforma4on	  
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Data in the network, but near to users 


Network Transformation 







Moving	  to	  new	  architectures	  (e.g.,	  ISP	  	  CDN	  	  
Content	  Centered	  Network	  CCN)	  
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An incremental approach to deploying 
CCN is probably the 
most beneficial at this stage: CCN can be 
implemented as an 
overlay network on top of existing IP 
infrastructure, which is 
the approach adopted by the CCNx 
consortium 


Network Transformation 







A	  different	  path:	  value	  to	  the	  Edge	  	  
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A	  different	  path:	  Virtualiza4on,	  Topology-‐
Aware	  Adap4ve	  Deployment	  Framework	  
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A	  different	  path:	  Context	  awareness	  
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A	  different	  path:	  cogni4ve	  IoT	  
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A	  misinterpreta4on	  of	  the	  web	  	  
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A	  cogent	  ques4on	  we	  need	  to	  answer	  


•  What	  Operators	  want	  to	  be	  !	  
–  A	  tradi4onal	  Telco	  	  


•  Pay	  aWen4on	  at	  the	  fact	  that	  if	  
the	  Telecomms	  industry	  is	  in	  this	  
status,	  a	  major	  reason	  is	  because	  
we	  are	  not	  able	  to	  renew	  our	  
approach	  	  


–  A	  bit	  carrier	  	  
–  A	  service	  provider	  


•  A	  different	  architecture	  will	  be	  
needed	  if	  you	  want	  to	  play	  one	  of	  
these	  roles!	  	  
–  The	  architecture	  is	  a	  means	  to	  


play	  a	  specific	  role,	  so	  individual	  
Telcos	  have	  to	  choose	  well	  
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TELECOMMS	  


Network Transformation 







Thanks	  


15-16 Oct 2013 Session / Paper Title 18 





