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ﬁ Introduction — Secure Multi-party Computations
(SMC)
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* SMC definition : :3
o N parties having private inputs X;,X,, ..., X, |

. : TTP
o Computing a Common Function —f \

(XX, vee s Xp) 5
o Private inputs are secret from each other / o

3

* Efficiency is a main concern 3 N
-
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ﬁ Introduction — Cloud Computing @Iﬂ
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 Cloud : Collection of Distributed Servers

* Cloud Computing provide On Demand Services for Users through
CSPs

* Pros:
o High Speed Infrastructure
o High Availability
o Maintenance free operation
o Cost Effective

CJE

Remote
Desktop

Application

e Cons:
o Reliability
o Security....!!
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ﬁ Problem Statement
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* Our Intention : Improving the efficiency of SMC
 QOur Approach : Deploying Cloud architecture in SMC solutions
* Problem:

o Security concerns in cloud based solutions
= Data Privacy

= Data Security CSPs are untrusted entities
= Anonymity
e Goal:
o Propose and Implement a Secure Multi-party based Cloud Computing
Framework

= Secure and Efficient

02/03/2016 Track B — BIG DATA INSIGHTS FOR NETWORKING 5




ﬁ Problem Scenario - Case @m
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Proposed Solution

* Proposed Secure Multi-party based Cloud Computing Framework

- Users:

o Send encrypted data
« Proxy Server :

o Anonymize user identities
 Cloud Server:

o Computations on encrypted
data

« Analyzer :

o Retrieving statistical
parameters

= Mean

= Variance

= Standard Deviation
= Skewness

» Kurtosis

Cloud
Server

Analyzer

Proxy
Server

¢
T

User 1

\
il

User 3

User n

User 2
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ﬁ Proposed Solution — Phases of the Solution
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* Key Generation

e Authentication and Key Exchange

* User Data Encryption

* Proxy Server Functionality

* Cloud Sever and Analyzer Functionality
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ﬁ Proposed Solution — Key Generation Phase
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* RSA private and public key pairs :

o Proxy Server

o Cloud Server Mutual Authentication
o Analyzer

e Triple DES symmetric keys :

o Proxy and Cloud - Kpes pc

Encrypting shared messages
o Cloud and Analyzer- Koes ca ypting g

 Extended ElGamal keys for analyzer === User data encryption
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ﬁ Proposed Solution — Authentication and Key
Exchange Phase
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* Analyzer and Cloud Server Mutual Authentication (MA)

“Analyzer AUTH_REQ”

El para : (y,g,p,N.k)
“Cloud_AUTH_RES”, { [Kpgs_ca TS lcioud }Analyzer

"Analyzer_AUTH_RES" ’ { [ (TS+1)' {[El—para]Analyzer}Proxy]Analyzer }Cloud

>

* Proxy Server and Cloud Server MA — Similar approach
o El_parais retrieved from Proxy Server
O Kpgs pc is shared

e User authentication with proxy — user name & password
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ﬁ Proposed Solution - User Data Encryption
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e Data Encryption : Extended EIGamal Encryption Scheme (EEES)
o Publickey—p, N, g,V
o Encryption Equation- E(M)=(AB)= ( g* mod p, y*( (M +rx p)mod N)mod p)

M - message

(A,B) - ciphertext

g - generator

k - positive number common for all users
r - userselected positive number

y=g mod p ; xisthe private key of EEES
N=pxq ; P, are large secure prime numbers

e Dataframe: “ USER ”

02/03/2016 Track B — BIG DATA INSIGHTS FOR NETWORKING 11



ﬁ Proposed Solution — Proxy Server Functionality
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* Waits till all the user encrypted data is received

* Data Frame:

Encrypted from Kpes pc

COMPUTE Values HMAC

Values =

= Number of Users

HMAC = SHA1 Hash

= Timestamp

wn

—_—
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ﬁ Proposed Solution — Cloud Server and Analyzer
Functionality
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* Encrypted summation (Ag,,, Bs,m) computing : Ay, =A
B, =B, +B, +...+ B,

Sum

“Summation” %

Analyzer

n Summation

Server

* Analyzer - Decrypts (Ag,, » Bs,m) @nd compute Mean :
Ml - BSum X (A;(um )_1 mOd p

Mean = %
n

* Analyzer — encrypting Mean and sending to cloud
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ﬁ Proposed Solution — Cloud Server and Analyzer

Functionality
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e (Calculating Encrypted Mean Deviation :
ADeviationl AMean and BDewatlonl = B

B
* Calculating j*" power of Deviation:  Let;D, = (ADeV,at,on,, Dev,at,on,)

Mean

b _
D (ADEVIatIOH i DeV|at|on I

* Calculating Encrypted V,, S; and K,

Vlzzn:Diz , Slzzn:Dis , Klzzn:Di4
i=1 i=1 i=1

* Sending Encrypted statistical parameters to Analyzer with TS and
HMAC encrypted with Kpyes ca

Variance = \i Standard Deviation, o = \/z
n n

* DecryptV,,S;,K, using private key x == s

3 4
o o

02/03/2016 Track B — BIG DATA INSIGHTS FOR NETWORKING 14



ﬁ Results
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 Performance Parameters :
o EEES Encryption Time (T,)

o Entity Process Time (Tgp)

o Total Process Time (T;p) Tp =Tgp + Tz xN
o Transmission Delay (T;p)

o Total Time (T;) T =T + T

* Test Cases:
o Variation of T, with prime size and input message size (l)
o Variation of T;, and T, with n and |
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ﬁ Results — Variation of T, | I'I
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ﬁ Results — Variation of T;, and T+,
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ﬁ Conclusions ﬁn |
2016
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e Security Analysis :
o Data privacy guaranteed — framework operates on encrypted data
o ldentity Anonymization — Proxy Server
o Data Security — TS, HMAC, Symmetric key encryption, MA

* Numerical Results :

o Provides evidence for the efficiency of the implemented framework

Average
= (162.53+20xn)ms

TP

o Due to parallel processing of computing parties, average T, will be less...

» Considering security analysis and numerical results, we can conclude that cloud
environments can be successfully deployed to improve the efficiency of multi-
party computations while ensuring the security requirements of user parties
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