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e General remarks

e The future of real-time communications
— Dean Bubley, Disruptive Analysis

* Agile telco networks for innovative services

— Roberto Minerva, Telecom ltalia
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Looking for a magic answer

4 N
Goal
Reduce Time-to-Market to deliver services
Reduce OPEX and CAPEX
\ Finding new business models and killer apps... y

4

/

\_

~

(1) Exploring solutions for
increasing network agility

J

4

-

\_

~

(2) Moving intelligence back

an forth between the
terminal and the network

J
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(1) Increasing network agility

Goal

Reduce Time-to-Market to deliver services
Reduce OPEX and CAPEX

-~

\_

ICIN’1989

\

Dominant technology: CS
Services are voice-centric

Transport services not a

concern

J

—

-

o

ICIN’2013
Dominant Technology: IP
Services are multimedia

Transport services equally
important as application
services

~

/

Same solutions?

Make the networks programmable
Externalize & centralize intelligence

15-16 Oct 2013
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(2) Moving intelligence across the UNI @

N

ICIN’89

— analog dumb client, no processing capacity
— Service Logic in the network

ICIN"2000

— SIP intelligent client, some processing capacity

— Service Logic shared between the devices and the
network

ICIN’2013

— Dumb Web-based client, ever increasing processing
capacity

— Service logic in the network but executed in the device

15-16 Oct 2013 Closing Session 5





ICIN’2013: What’s new? @

* Advocated technical approaches are similar than in the late 80’s but the
tools are different:

— New tools for application services:
* WebRTC and Web technologies in general, context-management

— New tools for transport services and infrastructure agility
* SDN, NFV & Cloud technologies, CCN

* and there are new security threats (Cloud-related, new type of
endpoints...)

* New types of endpoints (e.g. IoT/M2M) playing an increasing role

* New business models: Not only cooperation with OTT players, but also
with utilities, car industry, public transport...

 Communication technologies as means to enter new market segments
(mobile banking, recommendations business, e-health, e-learning...)

— While keeping in mind the importance of privacy management

15-16 Oct 2013 Closing Session 6
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Agenda

e Network Transformation

— Two noticeable architectural paths
— A Question ...

1 5-1 6 OCt 201 3 Network Transformation





Traditional Path @

( ™

APplicadons and Standard

. Services
. ' J

( s ) \  Architecture

Subscriber Profile &

| , Authentication |

) soa. sp._:Rx . Please note that the
m | . Mgmt technological bas[s of

L , IMS have been laid

[ down in the ‘90
ocs/ Policing and
PCRF EW orcs A“wnﬁn‘
k e
1 Gsz

4 5 _ .

PGW Data plane

A S8 (pceF) EiE
&
- Data

Signalling
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Q..

Traditional Path: usual problems

l//' ::::ion
//( Dedicated GBR Bearer / ( j NS LG':'?')‘
| R = | A kind of obsession for
\ Quiality of Service as a
10 36PP Rel5 GBR-MBR functio? that the users want
. A @B to pay for

Apply Traffic Priority

PDN session

15-1 6 OCt 201 3 Network Transformation 4





Traditional Path: preserving the business

Q..

CAMEL relationship
between DSP and
ARP

Voice proxy <

CAMEL relationship
between VPLMN
and DSP

OCS
| gsmSCF |

| gsmSSF |
. | i

Interworking e W

service logic R

gsmSCF

gsmSSF B

~ ARP

DSP

" (HPLMN)

VPLMN

15-16 Oct 2013
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Traditional Path: new opportunities in
developing countries (Village Phone Model)

Secondary Link / - “\

(3G wireless P2P)

/N HOW+ Yagi 4
\ Antenna f’; $
'n ..... ) N ’

[ Face=t |
Switch
‘ Senice
. m | ===~ Global Cperator irafic G2y [ Cpsoral |
- |~ NodeB | —— Infopreneurs traffic Serces
e U = | wanen IMODFENEUTS traffic
LGW / with untrusted link HNB-CoreGW
(Local Service) N S — Secondary link
Py Lok | Secure tunnel
(3G wireless P2P) —

Fig. 3. Proposed architecture; green colored links represent the traffic coming
from infopreneur’s HNB with a secure tunnel set up between the HGW and
the core network; orange colored links represents the traffic of traditional
devices connected to the global operator.

15-16 Oct 2013 Network Transformation 6





Traditional Path: same old services ﬁn

Operator A
customer 1

Internet

WebRTC front-end

Access Gateway

«newy technologies for
making a phone call ©

DACK-eng

Operator A
SIP/IMS network

55 Operator A

m customer 2

Same attitude/need for
Interworking

OperatorB =5 Qperator B
SIP/IMS network m customer

1 5-1 6 OCt 201 3 Network Transformation 7





Leveraging the Network for newer services

Applications

Bank
Enterprise Credrt Provider NGS! 9/10
|
Mobile Money (NeworkAPl | Dxal | DeveeArl
Service provider

Open Communication Server (OCS)

i ' o
| | C——— ¢
| i a
e ?"
Network -
| &
Mohbile Local .
Access
=
H 8 g
73
£z
<A
MM withoma & © ©
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The Cloud as a means of transformation

S0 wnc

"| Applicatio:\ 1 | ------- | Applic_ation n |

HSS

NISC ~/ISC

(s ){ o0

control Iayef
P-CSCF | j\MS core

_____ _7Diameter

Transport layer functions

15-16 Oct 2013

Traditional ... an extension of IMS

) @Cloud service offer

!
|
—

1)Cloud service request

¥

.

Cloud application: Application
service composition Layer

4 r2\ % )

/Ck%d control sub-

system: Extended
discovery of Control
computing Layer

. J

e Y R

Extended

networking resources Transport

Enhanced PCE: discovery of ]

Layer
v,

NGN Cloud Archlitecture

@ Request/response for discovery of computing resources
@ Request/response for discovery of QoS networking resources

Network Transformation 9






The Cloud as a means of transformation

° Party
Service
ES1
[ L .
HH IDaasS — External Service Interface -

ES2 Office in the Cloud
'4h)

PE
User DB 2330} Policy DB Various Data store Various Engines Communication Platform
uUP

Backend Services as a Plugin for Various Applications

User Profile | < Service Storage Manager

- d
- . ¢
B ™ c—_——— . t}
Management | Agent F information  nformation g ;‘

RE2 = Data storage

Provisioning Portal Web App Execution Middleware (Node.js)

Rule 15 ! f Socketio API

Engine @h!: 3T Uare T .
:: g : formation  Marketpiace  Authenticatin LA Presence

i Frontend

| Data_ Device 1/0 Device

Processing Management

e T

f I I

S NEE

HTTP GET / Socket.lo

HTTPIF
Network Connectivity || 8 ﬁ
Family Cloud g 2
| | Developers  Office —

I I Home Administrators Alice Users Bob
Application Media Device )
Server Server Abstraction [ |  Device

Data in the network, but near to users
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Moving to new architectures (e.g., ISP > CDN -
Content Centered Network CCN)

/ZZ\ An incremental approach to deploying
o CCN is probably the

most beneficial at this stage: CCN can be
implemented as an

overlay network on top of existing IP
infrastructure, which is

the approach adopted by the CCNx
consortium

1 5-1 6 OCt 201 3 Network Transformation 11





A different path: value to the Edge

( R 4
Optimization
Requirements —>
|; ) | Schemes
¢~ ) / G *
State Comm.
Collection [€2|  Fabric Provisioning ]
- J -
A
~ - TS
Management layer (management zone) ( c-on
' \ Leader
\ .. Paxos-type replication
050 :‘. Og0 _ cohort in controller cluster
000 ' | 209 | %g0
%00
O Supervisors )
@ Delegates P2P-overlay: each peer is
connected to a small
Nodes = Edge devices + Control servers L number of other peers

1K x 1K = 1M nodes

15-1 6 Oct 201 3 Network Transformation 12





A different path: Virtualization, Topology-
Aware Adaptive Deployment Framework

= = Application
Template M % "l co nfiguration Provider
74\ (AP)
\‘ "
................... L e
N o B B 4 _ ADT provider
ADT (ADTP)
Resource Manager
- (i)
¥y, A
Cloud- Steering- |\ | Adaptation | ") Topology
Driver Module Module Module
\ ‘: ’
L N N |
. . Infrastructure
4 N\ Provider
4 (IP)
Cloud VM\
Resources
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A different path: Context awareness

Context Context Management Interactive
providers Platform User
———————————————————————— , Interfaces

= ' | Reasoning | — |
(GPS sensor] |Location . > !~EE‘: inleg_ ‘%ule pasg ’
[ GTalk | |Presence | |

ro— |C0m!:nuni <> CxB ‘ Action |, Query Input /Output
:' —<atien 1™ 7 scheduler |~ interpreter interface
[ Twitter ] Social &3 A 1
. | Servi !
Address Profile ' (—)i e Directory ] [
book - _3ggregator J
| | | |
Service wrappers Messaging Calendar Telephony | | Social media

Communication channels leman/l GCalendar| | Phone [ Twitter
SMS

14
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Q..

A different path: cognitive loT

Execution Resource Optimization

2 Data Source/Sink Virtualization
Real Inm“‘m Virtual nel irtual

World Actor | Sensor ACTUMO!

) S a0 ACTuATOf
. Observed Source Sink

Observed
' (and mz:‘ted) (and Actuated)

RW Entities
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A misinterpretation of the web

B S

Service Control

o)
] o
o ]
[0} =
> =
v 3 Triggering of events
Z
R ¢ event
eques
R )
75
Response command
PSTN End-Point PSTN End-Point
HTTPS Web
. s ., , For Server

Psychiatric Clinics of North America, Volume 12, Number 2, -+ 1o P

Pages 389-411, refills

June 1989. Eharmacy \

Dispensing
. System  Signaling Signaling
The Compulsion to Repeat the /HTTPS HTTPS Enterprise
Media
Trauma Saner
Re-enactment, Revictimization, and Q ; :
’ ! Peer Connection (Audio)
Masochism °Qo < SRTP —:
Bessel A. van der Kolk. MD* Physician.'s or Cu'stomer's t
Mobéle or Wired Enterprise
Tomesy Switch

Ph IVR S : I
armacy or

Telephone
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A cogent question we need to answer

 What Operators want to be ! THE
— A traditional Telco FUT U R EUFTHE

* Pay attention at the fact that if
the Telecomms industry is in this
status, a major reason is because

we are not able to renew our A@@MUSIUP |\T
approach e —
— A bit carrier

— A service provider

* Adifferent architecture will be
needed if you want to play one of
these roles!

— The architecture is a means to
play a specific role, so individual
Telcos have to choose well

JONATHAN ZITTRAIN

15-16 Oct 201 3 Network Transformation 17
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Disruptive Analysis

Future of Realtime Communications
Review of ICIN output

Dean Bubley, Disruptive Analysis

ICIN, Venice, October 16t 2013

dean.bubley@disruptive-analysis.com @disruptivedean






“\ Disruptive Analysis

Wyr*

About Disruptive Analysis

London-based analyst house & strategic consulting firm
Cross-silo, contrarian, visionary, independent

Advisor to telcos, vendors, regulators & investors
Covering VolIP since 1997 & 3G/4G mVolP since 2007
Covering WebRTC since mid-2011

Published report on “Telco-OTT Strategies”, Feb 2012
Report & updates on WebRTC, from Feb 2013
Workshops on Future of Voice & TelcoOTT

Twitter @disruptivedean Blog: disruptivewireless.blogspot.com

October 2013 Copyright Disruptive Analysis Ltd 2013





“\ Disruptive Analysis

Wyr*

Speakers took different views...

QoS is/isn’t critical

Interoperability is/isn’t essential

IMS will/won’t be core to
future services

October 2013 Copyright Disruptive Analysis Ltd 2013





“‘ Disruptive Analysis
“" Don't Assume

Voice & messaging are fragmenting

Convergence| Fragmentation

Some speakers saw this as a problem.

Disruptive Analysis believes it is beneficial
August 2013 Copyright Disruptive Analysis Ltd 2013






“‘ Disruptive Analysis

)

Not everything is a “call’

NTT examples at ICIN:

Iro-Coco augmented reality
Air-Stamp customer support
Smart TV experiences

Office in the Cloud

October 2013 Copyright Disruptive Analysis Ltd 2013





“ Disruptive Analysis
",\. o

Islands (of all sizes) can add value to users

i Groot
Kokody Borrier
NP, Reef
Broome, o’ [*r‘or"hem Coims*
erritory
AN Whitsunday
Mount | Islonds
B Westei'n Ui
Australi
ustralia Kron ohiceSping
" Otory (Ayers Rock) frosec
Queensland Brish
South Australia
Kolgoorke  \ 4oter o ew
Wf"”‘ South
Islond ey Wales
o Vo +Sydney
*Albony Adeloide « .m
K9 Victoria raiian
Melbodme <-Capital
Ying blond Territory
SOUTHERN OCEAN

Tasmanio opor

A 4 @
" feamspeak

—

Should interoperability be assumed & | —

designed in? Or added later? = "‘g

October 2013 Copyright Disruptive Analysis Ltd 2013






%:'\' Disruptive Analysis

The death of ubiquity?

Mobile calls
SMS
Email

99% of personal comms
for all use cases

Ubiquitous

Standardised

No choice

Fits with peers

Value consistency of items
Fixed & “curated” combination

L"’J @ m Perfect fit for
, = specific use
S[9]S]s...
+

cases. Silos

Mobile calls Interoperability
SMS Lowest common
Email denominator?
(RCS?) Generalised APIs?

Personalised

Mix of “standard” & niche
Wide choice

Fit with peers & wider society
Diversity in value of items
Individual combination

October 2013 Copyright Disruptive Analysis Ltd 2012





“\ Disruptive Analysis
Wyr*

WebRTC viewed important by speakers

m Multiple use cases
m Recognition of near-term complexity but fast speed
m Suggested for

Extension of CS phone service via the web
Creation of standalone services & cloud platforms
Extension of IMS to devices without apps/clients
Interoperability of telco world with web PaaS
Enterprise services

TV-based capabilities

m Some telco speakers’ opinion differ from Disruptive
Analysis (eg relevance & utility of IMS interop)

October 2013 Copyright Disruptive Analysis Ltd 2013





.‘ Disruptive Analysis

Regular Q at ICIN “Where’s the money?”

WEBRTC Skyway ™ % XIRSYS

@ Hypervoice
Consortium

October 2013 Copyright Disruptive Analysis Ltd 2013






“ Disruptive Analysis
",\. o

www.disruptive-analysis.com
disruptivewireless.blogspot.com
@disruptivedean

information@disruptive-analysis.com

Skype:disruptiveanalysis

October 2013 Copyright Disruptive Analysis Ltd 2013
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Wallet-on-Wheels Using Vehicle’s Identity for Secure Mobile Money
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Real-Time Privacy-Preserving
Cobrowsing with Element Masking

Joern Franke, Bin Cheng

NEC Laboratories Europe
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Agenda @

* Co-Browsing Service
— Background, traditional solution, and problems

e New Solution for HTTPs-based Web Services

— New approach, major design issues, and features

e Use Cases

— Demonstrations and technology transfer

S4: Improving Customer Experience /
15-16 Oct 2013 Real-time Privacy-preserving Cobrowsing with Element Masking 2





Web-based Co-browsing Service

Q..

allow the users from different places to browse the same web site/page simultaneously

Co-browsing
service

amazon

Paul

S4: Improving Customer Experience /
15-16 Oct 2013 Real-time Privacy-preserving Cobrowsing with Element Masking 3





Traditional Solution for Co-browsing @

web
services

1. Fetch content from the original web server

HTML DOM 2. Inject some code into co-browsed web pages

3. Send content to all users in the same session

4. Propagate events from one to all

Co-browse Server

Event

Participants

S4: Improving Customer Experience /
15-16 Oct 2013 Real-time Privacy-preserving Cobrowsing with Element Masking 4





Existing Problems @

* A web proxy in between the original web site

and all participants
— The page content will first go through the web proxy
— The web proxy can see and change the page content

* Problems
— Impossible to protect user privacy
— HTTPs-based services not supported
— Need to fully trust the co-browsing server

15-16 Oct 2013





HTTPs-based Services
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Our New Approach @

CoBrowse
web
pplication Serve
HTML DOM
[Co-browse Server}
DOM’ Event
) 4 !

Participants M

Session Creator

S4: Improving Customer Experience /
15-16 Oct 2013 Real-time Privacy-preserving Cobrowsing with Element Masking !





How It Works

CoBrowse Button

BMAZORCOM - ke s et it v
i - —
i tuncex rome)

Co-browse
Server

amazon

cobrowse.js —
=
N sid + ke

37 EDIT/CONFIRM | | MASK MODEL TEMPLATE

N N~ A

S4: Improving Customer Experience /
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Privacy-preserving @

* Data controlling

— The session creator has the control

» decide which part of content to be showed to the
other participants

* Element marking

— Visualize Interface or rule-based specification

e Data obfuscation

— Hide the private information associated all
marked elements

* images, divs, forms

15-16 Oct 2013





Data Controlling @

* Two steps to control what to hide

— Controlled by the application server
* |nitial setup for privacy protection

* Use an external file to specify which element should be
hidden

— Controlled by the session creator

 The first user customizes what to hide on the co-
browsed page

* Select elements to hide before announcing the session
* Visualized user interface to select elements

15-16 Oct 2013





Data Obfuscation @

* Problem

— How to hide some elements without affecting the
page layout?

e Methods

— Replace the element with some faked information
(properties/content)

— Be adaptive to the element type

S4: Improving Customer Experience /
15-16 Oct 2013 Real-time Privacy-preserving Cobrowsing with Element Masking B





Mask Rules

Rule Description Example Output
Mask any text  This rule <span itemprop="private”> <span itemprop="private”>
converts private data<table XXXXXXXXXXXX<table
each text class="mytemplate”><tr><td> class="mytemplate”><tr><td>XXXXXXX
character First Head</td><td>Second XXX</td><td>SXXXXXXXXXX X< /td></tr>
into “X”, but Head</td></tr></table> </table> </span>
ignoring </span>
HTML Tags
Mask input This rule <span <span itemprop="private”><input
Values masks text itemprop="private”><input value="XXXXXXXXXXXXXX"></input>
ininput value="myprivateinput”’></inp </span>
fields ut>
</span>
Mask select This rule <span itemprop="private”> <span itemprop="private”>
values masks text <select <select
inlists (e.g.  id="myprivateoptions”><optio id="myprivateoptions”><option
dropdown n value="myoption1”>Option  value="XXXXXXXXX">XXXXXXXX</optio
lists) 1</option> n>
<option <option
value="myoption2”>0Option value="XXXXXXXXX">XXXXXXXX</optio
2</option> n>
</select> </select>
</span> </span>
Mask This rule <span itemprop="private”> The image img.png will be replaced by
images/videos masks <img src="img.png” /></span> atransparent image or an image with
images a privacy note of the same dimension

as the original image.

15-16 Oct 2013
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Event Synchronization @

* Problem

— How to synchronize user interaction based on two
slightly different DOM trees?

e Methods

— Do not propagate the events associated with

private elements directly (some data obfuscation
is still needed, for example, typing events)

15-16 Oct 2013





Secure Data Propagation @

* Problem

— Can we have less trust on the co-browse server?

e Methods

— Establish secure data connections with the co-
browse server

— Use a third-party to spread the generated
symmetric key

— All joined users shared the same key for
decrypting the propagated events and content

15-16 Oct 2013





Use Case (1): Insurance Support Service@m

v E=REN
[ https://cobrowse.neclab.e:

€ - C & ptips//cobrowseneclab.eu/ntml/demoenvironment/insurance.htm b 5 =S

#c

ivacy.neclab.er % | & c

C' | [1 cobrowseprivacy.neclab.eu/ntml/demoenvironment/insurance/cle 3¢ = X

@ LeamaboutG ngle.. y 24 KFZVersicherung Ve.. [ OUAnnotatetoolbar > (] Other bookmarks
(fc] 1 - Tel @V JoTg g CIG A CT RNV Please wait until a customer representative [ @< http://cobrowseprivacy.neclab.eu/ wants to use your ... x

ivacy.neclab.e.

€ Lean about Google... y 24 KFZ Versicherung Ve... [ OU Annotate toolbar [ Sign in » (7] Other bookmarks

Edit Basic Data
Edit Basic Data

Karison

Last Karl
i

Nome
Name Karl
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se Case (2): NEC SaaS MarketPlace @ng

|~ English (USA) ~ & User access ~

Y

Categories
Solutions catalog
e viewan )
- . By Location —| Mobile Voice Plan vy carrier
) Best mobile data plan offers for your Enterprise.
E-Learning
@ office Automati L 1 H H
B orice Aomston Also integrated with WebRTC
_ integr i
Marketing
Video Conf | Home Voice Plan oy carrier ook
\deo onterence & It's easy to add professional communication to any business. Our easy-to-use. plug-and-
. play phone system is expandable up to 4 lines with up to 12 linked phones.
Telecom Services y i
——
@ Management
B sine ) NEC Cloud Storage by nEc ok
Help Desk NEC Cloud Storage allows seamless and secure data synchronization among all end user
i devices such as smartphones, tablets, PCs and the Cloud.
Bundle Packs f ) D f f y
B e commene - Demonstratediat MWC’13
Security ) NeoDesk by NEC i
My Data + My Apps + My Desktop in the same place. NeoDesk is a Desktop as a Service
@ Accounting (Daas) solution. that offers a complete desktop experience based on webOS_. This Virtual
| i Desktop is provided
News —
NEC Laboratories delivers a new
customer support experience —; Broadband Plan by carrier ook
NEC Cloud Storage Added It's easy to add professional communication to any business. Our easy-to-use. plug-and-
.‘ play phone system is expandable up to 4 lines with up to 12 linked phones.
New NEC Cloud Marketplace just f i
released S ——
View all news | Firefox VApPP by mozilla  H
\ The awesome web browser made available evel here
* Support ) A ywl
Support \& J)
BACK TO TOP
Manuals
b — Contact 1 NEC laaS VM by nec ook
% Flexible service where to buy Virtual Machines on a Pz
Cobrowsing Support i
L‘ >
2N | NEC Cloud Smartphone oy nec  #3J
- % . “NEC Cloud Smartphone” is a cloud-based Smartg al
smartphone” on a cloud from your own smartphone. yc n
- 4 i a cloud as if you were using..

been sold to Deutsche Telekom in CZ repubic as one of the main features
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Summary: NEC Cobrowsing @

* Privacy-preserving

— The participants can not see the sensitive private information
of the session creator

— The first user has a full control on the content to co-browse

— The co-browsing service provider can not see the propagated
events and content

e Secure

— No need to install any browser extensions/plugins (the
damage to the local resource is not possible)

— All communications are HTTPs-based (The intermediate
attack is not possible)
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A Web Synchronization Method for
Supporting Real and Non-Real-Time
Web Communication
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Introduction

 \Web communication services such as
voice/video conference and remote operation
to support the conference service have been
gaining wide acceptance in the Internet.

 \Web communication services help smooth
communication with support by an operator
even if users are inexperienced at browser
operations in the services.






Two Use Cases As Our Goal

Use Case 1: real-time web communication as a
conventional service

Frooiieemeeeee . Streaming (Voice / deo) Content ;--------------- ;
EE ;_ . _: .............. _.:*"'"E é
(1) Operatlon (ii), (iii) """
S § > S
Teacher Browser Web Server Browser

Use Case 2: non-real-time web communication as an
extended services

Web Server Browser Student
(Bob)
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Typical Web Synchronization

1. Detection of Browser Operations
2. Check of Conversational Partners
3. Share of Browser Operations

Detection of Operation

\
~ (Movement of web page)
X
Web Server
Actions of Operations T lActlons of Operatlons
- Detection of Operation ~ }i i Run of the operation ' |
i (click of a button, § """""""""""" Program
| input of a character in a text box, | | '
R S0 I
Program
Browser Browser

Student

Teacher

S4 /| AWeb Synchronization Method





Architecture for Synchronization

e Module
(a) Synchronization Module| | Voice/Video _ | Web Content
_ for Streaming Content |1 Quzput time
A ) |
@ Request | 4
Conference Server Detection Module (iii) UI Element
User Identification | l(l) ST >
_______ ) A Yy T
(b) Synchronization Module! |(ii)| | (c) Synchronization d(l) — - (d) Operation
for Non-Streaming Content [T 7 Proxy Module _|(iii) P__S_?‘i‘_f??%_l_\f??ﬂ?_i
Synchronization Server Web Server Web Browser

(i) Request for Web Content  (ii) Control of Time to Send/Output (iii) and (iii)’

(i)" Actions of Operations (111) Web Content
(iii)” Actions of Operations
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Issues of Typical Web Synchronization ;

e |ssuel

The browser cannot receive the actions of operations
in non-real-time web communication.

VoD (Voice / Video)
Content  j-----esceeeeeee :

Operator 1s < Bel
unavailable
now.

Web Server
Cannot Share Brower Operations

Teacher

S4 /| AWeb Synchronization Method





Issues of Typical Web Synchronization ;

e |ssue?

The web server cannot store browser operations and
sequentially run the operations on the browser.

frssmen . Streaming (Voice LY 1deo) Conteni.-;_—_-_— --------- :

Browser

B
Teacher FOWoEL Web Server

Cannot store operations

Stored Streaming Content e
........ -_____*i

///o

Web Server Browser Student
(Bob)

Cannot sequentially run operations
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Issues of Typical Web Synchronization

e |ssue3

The output time between each web content is different
and the difference causes out-of-synchronization.

Voice: Check this figureX...

Stored Streaming Content e

_________________ _..._' :--...-; .
(1v), (V) X
Web Server Browser Student

Not show figureX (Bob)
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Proposed Functions (1/3)

 Function 1: Share of delay tolerant operations

A web automatically stores the operations as data set
and shifts timing to share the stored data.

gosmsmssomsmay . Streaming (V01ce Yideo) Contenty--------------- :

.......

i_ . _: .............. _':w""i
: Operahons 5 f\ - E %
"""""""""""""""""" tudent
B
Teacher Towset Web Server Browser (Alice)

Store operations

&/Stored Streaming Content . g a
- - —— = — s — s — s — = .' ; E i -
> D . :
\ ----------------: ‘

Wel ServerNotlﬁcatlon of Operations N Student

(Bob)

/A

"
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Functionl: Share of Delay Tolerant Operations

Operator

Sequence of web synchronization

Device X

Al

for real-time web communication Stepl

Stepl: Synchronization Start

Process 1to 6

Step2: Web Synchronization Step?2
Process 7 to 13 (Sharing)

Process 8’, 12’ (Store)

10. Browser
Operation

Step3: Synchronization End

Web Server

ice

1. Request a web page -
42. Web page

Device A

4. Binding of UID|

2. Web page
3. Enter a room (e.g. 101) 3. Enter a room (e.g. 1017
using UID > using UID

|

itus of the room changed)

< 5. Notification (st

—» 11. Actions of Operations>

6. Synchronization Start >

Web Sync

ronization

7. Detection of Difference
between User’ s web page

8'. Record Operation I

8. Actions of Opelrations>

] 9. Run the operation [
(e.g. Page movement

12. Actions of Operations>

12'. Record Operation [

|

13. Run the operation [
(e.g. Push a button)

|

Continuation of Web Synchronization

Process 14 to 15, 15’ Step3

14. Synchronization End>

15. Synchronization End>

15'. Record Data Set

VULM asGw O

of Operations

I
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Functionl: Share of Delay Tolerant Operations

Sequence of web synchronization for non real-time web communication

Bob

Device B

Proxy of Operator
Web Server
< 1. Process of 1. to 5 in Fig. 4.
< 2. Synchronization Start

-

3. Detection of no operator and operation record data

\

Web Synchronization

\
/)

4. Actions of Operations

5. Run the operations
6. Request of Next Actions (e€.g. Page movement)

-

Control of ( 7. Waiting of Notification

Notification Time

8. Actions of Operations

-

9. Run the operations
(e.g. Push a button)

10. Synchronization End

Sequential Run
on Browser
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Proposed Functions (2/3)

e Function 2: Change of synchronization methods

The web server and browsers decide and change the

way to assemble some scripts in a webpage.

Teacher

pamsassamsieanay . Streaming (Vgrcy%deo) Content;--------=----- :
EE i_ . —E .............. _# ‘é E 2
- S g
Opera’;lons N ARy o I
................. % e
B
rowser Web Server Browser
Sharing Operations in Real-Time
Stored Streaming Content Peeeees Lor
e R e T _»'i E g
s AN - s
S A
Web S ] ~Browser Student
0 >V Sharing Assembled Operations (Bob)
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Function2: Change of Synchronization Methods

Web Content
(11) Scripts for web synchronization

' [Initiation]
' Load of module for detection, sharing, action of
web operations
e.g. |
<script type="text/javascript"” src="./js/websync.js">

Fig. 3(d) Operation Sharing

************************************************************************************

(iii) [Registration of UI Element]
~ List of UI Element monitored by JavaScript
e.g. registration of textbox
webSyncRegisterComponent(document.get-
ElementByld("textBox01"), "textBox01", "1");

77777777777777777777777777777777777777777777777777777777

. UI Element (e.g. text area and button)
e.g. text box
<imput type="text" id="textBox01" size="10">

UI: User Interface

(111) Registration of UI Element
webSyncRegisterComponent(a, b, c, d)
a: Object of UI Element
b: Name of UI Element
c: Type of UI Element(*)

d: Window Name Set Ul Element
(option)

(*) Type of UI Element
“1”=Text Area
“2”=Radio Button
“3”=Check Box
“4”=Select Box
“5”=Button
“6”=Submit Button
“7”=Reset Button

Real-Time Communication

Addition of Scripts for
Synchronization of Each Ul Element

Non-Real-Time Communication
Assembling of Scripts for
Synchronization of Some Ul Elements

S4 / AWeb Synchronization Method





Proposed Functions (3/3)

e Function 3: Synchronization for different content

This function achieves web synchronization between
different types of web content.

Voice: Check this FirgureX...

Web Server Browser Student

Show FigureX  (Bob)
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Function3: Synchronization for Different Content

N: Non-Streaming Content, S: Streaming Content (Voice/Video)

Control of (Operator) Bob
Notification Time < Device B
For Sharing of NS
Operations 4. Web Communication Start
Pointl:
.r: . . 5. Actions of an Operation (page movement) >
NOtIfICEi\tIOn Timing of B 6. Web Page Request
Operations < 7. Web Page ol
Sending Timing of 9. Voice / Video Data (Scene 1) 8. Rendering - 10
. Point | {- - - —fmW—— "= ——————— BT
Streaming Content e Rendering
] < 11. Request of Next Actions
Point2: 12. Waiting of Notification
Notification Timing of 13. Voice / Video Data (Scene 2)
. . 14.
Operations > i o S-Actions of Operations (e.g. Input Text) | | | Rendering
Sendin g Timin g of Synchronization End 16. Rendering
Streaming Content
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Function3: Synchronization for Different Content@

Ty 1 Ty 1 : Output Time in Communication Start
Typ1 1, Typr 12 Output Time 1n Point 1
T2 1 Typ2 1 - Output Time 1n Point 2

Real-Time Web Communication

: I rs 1 I rpl 1 1 rp2 1
Streaming Data | | -
(Video/Voice) | |
Non-Streaming | | .
Data f f
Start Point1 Point2
Non-Real-Time Web Communication
, 1 ns 1 I npl 1 1 np2 1
Streaming Data | | -
(Video/Voice) Koozmmoommmmnoonnzzoogdeeee T T 3
Non-Streaming | L1t = Lrs st o207 el -
Data ' :

Start Poi'ntl PointZ






Experimental Test Bed Setup

| Core Network

Web Server Synehronlzatlon
Server

[ — — — — — — — — — — — — — — — —

I Teacher

: (Operator)
Gateway |

J

!
!
!
!
!
!
!
!
!
!
!
: Device X

Conference
Server
N
Core Router

Student @ ] :Student
| (Alice) | (Bob)

Gateway?2 Gateway3

()
Wi-Fi1 AP

) q
930
153
o
3

Device A

— e — —— —— — — — — — — — — — — — — — e e e e e e e e e e e o e —— —

I

I

|

(® :
Wi-F1 AP :

|

|

| I
I

|

I

|

|

|
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Experimental Items @

e [teml

Difference in output time of web content among browsers
according to increase of difference in bandwidth among
devices.

e [tem?2

Difference in output time of web content among browsers
according to increase of web content size.

e [tem3

Difference between the output time of streaming data and
the output time of non-streaming data.






Experimental Resultl

Difference in output time of web content among
orowsers according to increase of difference in

pandwidth among devices.
The proposed method: keeping synchronization in

real-time and non-real communications

5000

¢ Conventional Method(1) without synchronization function *
4500 M Conventional Method(2) with synchronization function
Proposed Method in real-time comm.

4000 X Proposed Method in non-time comm.

Difference in Output time [ms]
N
S
2
2
2
*

4
*
*
2
L 2
L 2
L 2
2
L 2

D §
x

Target Time (400 ms)
=6 M5 Mt 2 M R M G M s M S

0 1 2 3 45 6 7 8 9 1011121314151617 1819 20
Difference in Bandwidth [Mbps]
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Experimental Result2

e Difference in output time of web content among

browsers according to increase of web content size.
The proposed method: keeping synchronization in
real-time and non-real communications

5000 ¢ Conventional Method(1) without synchronization function ¢ ¢
4500 M Conventional Method(2) with synchronization function Py
Proposed Method in real-time comm. *
4000 s Proposed Method in non-time comm.
£ 3500 *
— 4
(5]
g 3000 PS
. 4
2 2500 o ¢
=)
¢ o
g 2000 ¢ ¢
& 1500
S
o 1000
=
0 Target.Time (4 S
500 | e = = M =i - - b — e o e M0 TR

0
0 200 400 600 800 10001200140016001800200022002400260028003000

Web Content Size[KByte]
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Experimental Result3

e Difference between the output time of streaming data

and the output time of non-streaming data.
The proposed method: keeping synchronization in

real-time and non-real communications

¢ Proposed Method (1) with function 1 and 2

Proposed Method (2) with all functions
4500

4000 *
£, 3500
[«B]
.g 3000

Difference in
H
(@)
o
o

Point of each browser operation
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Conclusion

 We proposed a web synchronization method
for supporting real and non-real-time
web communication among browsers.

f

 The proposed method shifts the output time on
browsers according to operator’s situation and
the network delay and rendering performance.
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Why Wallet-on-Wheels?

given for

i S

Why we need Wallet-on-Wheels?
Convenient cashless payments when travelling
‘Micro-payments’ - too small for credit cards
Enhanced security using Car’s credentials
Better way to pay for automotive services!!

Why not do it all with Smartphones?
True - MoM (Mobile Money) is more general... but
Cars are less vulnerable
Automotive services utilize the car’s instruments
Separates travel expenditure from private usage

US Federal Reserve report states that “concerns about the

What are the WoW Growth Areas?
On-the-road (fuel, toll...)
Driver’s roadside assistance

In-car information (LBS, Navigation, route-
news, route-weather)

In-car entertainment (streaming audio)

Car maintenance (tyres, garage...)

Roadside micropayments (snacks)

Off-road transport (eTicketing, parking)
Travel related (hotels...)

Enterprise information (delivery schedule...)

....more when easy-pay is in place!

of the technology were the primary reason

using mobile payments (42%)"

-:D ‘:-:D (’_‘D (:-8D 1:-33 (:-:D (z

16 Oct 2013
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Why Now?

Ready Business: Ready Technology:

«  Mobile-Money is backed by mainstream banking *  Cars on-board processing power and smart Ul

«  Transport contactless eTicketing is successful *  Car communications is becoming universal

*  There is ecosystem of cashless retailers *  M2M communication is now established

Pressing Issues: Proven and Specified Technologies:

. Rampaging cyber-fraud demands improved security * User Interfaces (touch-screen dashboard, voice command)

«  Limited automotive payment facilities choking * Car communications (3G/4G, NFC, Bluetooth, WLAN)
growth of car-related services * Car embedded UICC (Universal Integrated Circuit Card)

e Car SMS (TDM!) and IP Messaging

* PKI (Public Key Infrastructure) for certification

* M2M provisioning Over The Air (OTA)

* M2M Communication Identity Module (MCIM) - proposed

* Generic Boot Strap (GBA), AKA (Authentication Key
Agreement - RFC 3310) in and ISIM (IMS SIM) procedures

16 Oct 2013 Wallet-on-Wheels 3





Cars & Users

Account = managed credit and payments
Subscription = authentication and budget setting
User = temporary or permanent driver, with own PIN and application parameters

Subscription Subscription

A. Shared Account B. Shared Subscription C. Shared Vehicle
e.g. family members e.g. car hire or car pool e.g. enterprise assigned driver

Two Main principles:

»> Separation of account and subscription
» Users may be temporarily or permanently associated with a car

16 Oct 2013 Wallet-on-Wheels 4





Cars and Fobs

Extending Fob Facilities with Smartcard Functionality

* Key fobs use NFC for communicating with point-of-sales

* Fobs can be used as a contactless method for transport
eTicketing and more...

* WoW provides means of reloading credit safely, possibly for
specific purposes

Car Key Pays for Parking

Combining Security Fob and Key Fob

* Fobs are used to generate random security number

* Fob is ‘something the user has’ (has-is-knows)

* Fobs can be used for Twin-set (Two-Factor) confirmation

Car Key Open Hotel Room

16 Oct 2013 Wallet-on-Wheels 5





Cars and the Enterprise

Enterprise Usability
Activate built-in Identity for assigned driver

Set pre-pay capping

Define permitted services

Select authorized suppliers

Pool car Pre-pay - credit stays with the car

Car rental - include initial credit

Pre-pay for web services separately from
‘on-account’ pay ( e.g. fuel, parking and

eTicketing)

Win
\' [ -’

Enterprise Advantages
Control travelling expenses
Bulk discount from suppliers
Save admin costs of expenses claims

Automotive Advantages
Differentiate car fleet packages
Enable direct sales to assigned drivers
Educate drivers with promotional offers

MNOs Advantages
Negotiate bulk corporate fleet agreement
Corporate customers churn less than consumers
Less price-sensitive than consumers

Mobile Money SP Advantages
More transaction volumes

win win

16 Oct 2013
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MoM, Comms &M2M

Mobile Communication Requirements M2M Technologies
Car 3G/4G and TDM . Car Embedded SIM
Universal coverage, incl. GSM/CDMA — Tamper-proof TRE — Trusted Environment for eUICC
Ubiquitous while travelling — Sealed before leaving the factory!
Car Local Connectivity — Mandatory emergency ‘eCall’ from 2015 in EU
NFC to key fob /smartphone /tablets . MCIM Based OTA (Over The Air)
WLAN for wider reach, including enterprise WLAN — M2M Communication Identity Module (MCIM)
Car SMS - Essential Messaging — Secure provisioning (IMSI/IMPI) as in TR 33.813
Notify support centres *  Global SIMs
Transaction confirmation — ITU Recommendation E.212 for global MCCs (Mobile
Car communication Requirements Country Codes), known as MCC 901

Secure comms, encrypted data
Minimal roaming (financial implications)

Mobile Money (MoM) Authentication

* Contactless Payments * Connected/disconnected
« Chip and PIN security tokens
« Non-repudiation ¢ Two-Factor Authentication

16 Oct 2013 Wallet-on-Wheels 8





Security Credentials

Threats to Identity /Equipment /Credit
*  High business risk with adoption of BYOD
*  Growing cyber fraud, especially for financial services

e  Discredited IMEI, due to wide-spread cloning

Existing Methods
Car IMSI and MSISDN are not disclosed to drivers!
*  Firmware TRE is tamper-proof identity

*  Encryption can be turned on for certain payload

Proposed Extra-safe Mechanisms
. Install additional WoW ldentities/algorithms for in TRE
*  Enable changing MNO SIM
* Implement MCIM OTA option with pre-installed credentials
*  Provide ISIM (GBA and PKI ) for mutual authentication
* Implement Twin-step /Twin-set (or two-factor) authentication

“The epidemic of car-stereo thefts in the 1990s now seems like ancient history”... Criminologists credit the

decline to the decision of car manufacturers to install stereos at the factory”. Times Magazine (March 25, 2013)

16 Oct 2013 Wallet-on-Wheels 9





Authentication Levels

Mobile Carrier Automotive SP Mobile Money SP Bank/Credit
Car Ul Authentic. Mobile Authentic. Authorize Mobile Authentic. Flnan_aal
Client Access SImM Prox car Servi Money Account Service
y Account ervice Services &Credit
Request serv'lce
Connect SIM
) 0K .
OK
:—’ Authenticate WoW >
Get car accgunt
OK
< ®
I Connect service N
Auth. Accoqnt
Eot Accouns
« Get PIN o Get PIN o
Enter PIN
r—>
(! Check PIN >  PIN OK
o—}. Transact
Auth
Auth OK
T Transaction OK
) send SMS .< Send Notification .k
| Send SMS
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Multiple Devices with WoW

Essential Messaging

Non-repudiation SMS (‘I confirm payment’)

System messages to Call Centre (‘car is upside down’)
Car messages to phone (‘Car break-in is in progress’)
Phone messages to car (‘where is my car?’)

User Interfaces
¢ Touch-screen dashboard

* Tethered phones with mobile apps

* Key fobs as smart-cards

l Car .

MS DN

Car Key Fob

Temporary.

Credentials Car |IMISI

— IO~

Serial No.

16 Oct 2013
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IMSI
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Stakeholders Roles — Circle of Trust

Mobile Network Operator (MNO): Finance Service Provider:
- Provides connectivity - Chosen by the service provider
- May provide location-based services - Brings ecosystem of traders
- May provide pre-pay services - Provides links to banks and credit agents
\NOTK .
Sl N,
Q
§ ID/» fh/o
Q O, %
%
A
4 Circle of Trust N\
<, %, &
0, Ok )
. S
1//0' Q(
er (\\.
con®
Trader &
The Enterprise:
- Selects car-makes (not MNO) Automotive Service Provider:
- Assigns drivers accounts and budgets - Selects MNO by shipping destination

- Authorizes suppliers - Installs SIM in the tamper-proof area

- Provides car-specific services

16 Oct 2013 Wallet-on-Wheels 13





MNO-Centric WoW

MNO Options f \
Bank
MNOs offer services to cars that have Credit Provider
their embedded UICC SIMs
Like automotive, MNO need to reach
) <. . Service provider
drivers R T N\ /

MNOs may offer MoM on phones, but
drivers may be on other networks
than the car

MNO will still support the automotive
own services

\VobilelHonye

Network
MNO Motives
Rekindle the corporate market Using _ /’/Using phone
Re-use of mobile Pre-Pay platform dashboard a3 Matilelkocal as Ul via
Ul via car app EACCESS mobile app

Leverage connectivity coverage
Gain global automotive service providers

16 Oct 2013 Wallet-on-Wheels 14





Automotive Centric WoW

/- ™\
Automotive SP Options

Bank
Changing roaming partners
Connection to local WiFi hotspots /;Activate Mobile Money
Offer mobile apps for tethered smartphone ' SIM Service provider
! A /

Offer own automotive services as well as ; p
general services(browsing, financial transfer) / @

Automotive SP Motives

Enhances car competitiveness )
Vobile Honye

Enables launching new services during Natwork
the car’s long lifetime ’

Maximises car capabilities services When

: Roaming
Optimises communication costs HOtS.p?ts Miekile Lecel
WK1 Access
“
J
3
\\‘-
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Issues and Limitations

'|:=vc-llc-‘
WoW necessitates collaboration mketin: ‘chichee

L Avices :

WoW service is limited to car users VITETT
BEyIe

Car

Lznl

Location: Based i Pre:Paymobile
Services tusage

Service adoption is constraint by the

only

Car .

MNOs can only support those cars m"i'l""ﬁ’!' Services Viebile
that had their SIMs installed at the d

rate of selling new cars that have

nrormdauaon -
embedded UICC (cannot be Rkl

factory
retrofitted) Automotive

MNO _
Automotive SPs only support their Car Status Factory-set e ise
own make of cars Car Dashboard M e identity Clewd/ usinges
eontent
Permanent roaming (occurs when

factory-set SIMs end up in the wrong
country) requires MCIM - MCIM is wgw

abandoned!
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Summary

* The WoW idea - two interwoven principles:
— Cars identity with cars ‘owning’ accounts (Pre-Pay or Post-Pay)
— Car security by extending car credentials to financial services
* Methods - combining and extending several proven technologies plus
unimplemented standards, but use them in a new way:
— Separate WoW Identity from SIM in the eUICC
— Implement OTA changing of MNO

— Link firmware of Fob, Car eUICC and tethered phone W
©
* Services - a rich environment for car- wg =
related monetary services "

*  Will open up long tail services

*  Opportunities - for both MNOs and
Automotive Service Providers

* Market — private and corporate, but the
enterprise is the big cherry

* Timing — well, it is already on its way...

‘Shades’ of Camel Pre-Pay

16 Oct 2013 Wallet-on-Wheels 17





Thank You!

Rebecca Copeland
Venice, 16" October 2013
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Presentation outline @ ,

e Roaming: providing ubiquitous access to
(mobile) communication services

* Alternative roaming provider (ARP)
* Local breakout (LBO)
 ARP & LBO: opportunities, threats, challenges

* Conclusions

15-16 Oct 2013 Section 5: Business Models 5
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Roaming @

Ubiquitous access to (mobile) communication services

 European Commission (EC) new rule:
— Home communication service versus
— Roaming communication service

e Subscribers may choose an alternative
provider for communication services when
abroad

< July 2014 >

* ‘Stimulating competition for roaming gy

communication services’ TussuBe

228 29 30 31

Section 5: Business Models
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Current roaming principle

Visited Home
PLMN PLMN

Roaming subscriber; communication
services are provided by HPLMN
operator using the network of VPLMN
operator

. Ro'aming subscriber pays (pre-paid / post-paid) to HPLMN
operator

e Accounting applied between HPLMN operator and VPLMN

operator

Section 5: Business Models
15-16 Oct 2013 'Roaming Unbundling - Challenges and Opportunities’ 4





A new view on roaming:

(option) ‘roaming services provider’
Roaming service provided by
‘My roaming services provider’

VPLMN ‘My
visited operator’

Roaming subscriber; communication
connectivity provided by HPLMN
operator using the network of VPLMN
operator; communication service

provided by Roaming services provider |

HPLMN ‘My
home operator’

* End-user becomes subscriber of ‘My roaming services
provider’ when roaming

15-16 Oct 2013

Section 5: Business Models

'Roaming Unbundling - Challenges and Opportunities’






‘Single IMSI’, i.e. no SIM swap required

Roaming within EU

End-user becomes subscriber of ‘My
roaming services provider’ when roaming

Same SIM card facilitates in SIM card facilitates in
receiving communication service receiving communication
from ‘My roaming services service from ‘My home
provider’, when roaming operator’, when at home
15-16 Oct 2013 Section 5: Business Models 6
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Fundamental for roaming services:

Separation of Connectivity provider and Service provider

Service provider providing
Communication service Sl

provider

VPLMN #1

VPLMN #2

VU

HPLMN providing
VEEMIES Communication connectivity
15-16 Oct 2013 Section 5: Business Models
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Alternative roaming provider (ARP)
Choosing your provider for roaming services

an

SMS / MMS / Data to ARP

 Control for charging
only

e (currently) limited to

subscribers roaming
in EU

Domestic service provider (DSP) exposes control of voice /

ARP
Prepaid system / postpaid system
A A A
—DSP
\ 4 h 4 \ 4
Voice SMS Data MMS |
proxy proxy proxy proxy

i

i

|

Visited network

15-16 Oct 2013
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Exposing charging control (I) @

Voice proxy

CAMEL relation is extended, by DSP, towards ARP

DSP retains strict

control over service TN ARP
Capa b|||ty CAMEL relationship

L between DSP and
Existing CAMEL ARP
relationships between

. Int ki DSP

DSP and VPLMNSs can be \Voice proxy snerevri\c,:vg:ogi?: /\/ (HPLMN)
used

ARP CAMEL service logiccameL retationship

. . between VPLMN
is applied (under and DSP

auspices from DSP)

15-16 Oct 2013 Section 5: Business Models 9
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Exposing charging control (Il) @

Exposing Diameter charging control

. . DSP ARP #1 ARP #2 ARP #3
 CAMEL relationship 0CS 0CS oCs oCS

terminates at DSP’s A
charging system

e Rating and User account %
handled by ARP

On-line charging Diameter
* Diameter charging control service logic relationships
exposed to ARP(s)
DSP-

— Diameter voice control yet to o
be standardised g -
Z S
o o . ©
* Existing CAMEL service °®

logic, from DSP, is applied

[ Visited PLMN j

Section 5: Business Models
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Exposing charging control (lll)
Extending native communication control capability to ARP

Q..

* For voice: CAMEL relationship between VPLMN and ARP

DSP ARP #1 ARP #2 ARP #3
OCS OCS OCS OCS

DSP SS7 / Diameter
routing infrastructure

Permanent
data storage

VPLMN (G)MSC SMSC MMSC GGSN

CAMEL relationshi

Section 5: Business Models
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Local breakout (LBO)

If not: SSS!

Every traveler’s worry: is my data roaming off?

People reverting to toll-free / low-cost WLAN

— Or local SIM card...
— But no roaming data revenue for operators

LBO facilitates mobile data connection
through local GGSN

— 3GPP style LBO: local GGSN, but still charged, for
data usage, by HPLMN operator

— EU style LBO: local GGSN, charged by visited
network operator, through locally obtained (pre-
paid) data subscription

Data enabled

Data roaming

ooooooooooooo

15-16 Oct 2013
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Local internet access @
EU style

APN ‘eu-internet’ to be provisioned (in HPLMN) for
subscriber o

e ——

PDP Context towards that < Home PLUN \

APN results in selection of \\—‘/ bcrber rosonng
local GGSN for internet oMY R oper
dCCessS CAP, MAP to HPLMN /Moﬁ‘\jp,to HPLMN OCS
eu-internet’ LBO
Charging is done from local e
G G S N Internet access —
MSC SGSN +—GTP-— GGSN ‘Mnterﬁw
Home network operatornot ——— -
. . T uma > [ oo
involved in / aware of local v s "
data connection g COR processed sty -
15_1 6 OCt 201 3 Section 5: Business Models 13
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ARP & LBO

Opportunities, threats, challenges — for end-user (1)

Q..

* Confirmation of ARP service (e.g. ‘My
roaming services operator’), when
roaming abroad

— as opposed to, or in addition to, getting
indication of VPLMN operator

‘My roaming services
operator’

* Consistency in end-user service

— ARP (pre-paid) charging service logic may differ
from DSP charging service logic

— Local IP address

* End-user service consistency between
different countries

*E =0

* Transparency in end-user service is key! IR —

Section 5: Business Models
15-16 Oct 2013 'Roaming Unbundling - Challenges and Opportunities’ 4





ARP & LBO @

Opportunities, threats, challenges — for end-user (ll)

e Setting the APN by end-user A
— e].g. ‘office.vodafone.nl’ --> ‘eu-internet’ Ed{:::;p“m
— And back when moving out of EU coverage... Vodafone GPRS
e Activating data roaming il S—
— And de-activating when roaming to other Proxy
network (out of EU coverage) ::':8'251'150
* Receiving definitive indication (i.e. 8793
confirmation) about using local access for peraIe

mobile data Password

*kkkkkkk

 Dependency on operator-specific GGSN
services

Server
<Not set>

MMSC

<Not set>

15-16 Oct 2013 Section 5: Business Models 15
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ARP & LBO @
Opportunities, threats, challenges — for operator

e Adaptation / enhancement needed to Home network for
supporting ARP and (to lesser extent) LBO

e Safeguarding the network as well as safeguarding customer
relation

— Large investment made in roaming relationships, network reliability
and superior end-user service

— Advising end-user on usage of ARP and LBO

* How will the market for roaming services develop
— Price regulation?

Section 5: Business Models
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Data roaming with LBO: opportunity? @

 Roaming data by many travelers not used (due to high cost;
‘bill shock’)
— Lost revenue opportunity for operator
— Inconvenience for end-user (hunting for WLAN...)

 LBO may entice the market at large (operators, vendors) to
engage into providing continuous mobile data, for regular
tariff (data bundle) + marginal roaming service mark-up

 3GPP style LBO potentially preferential compared to EU style
LBO?
— No local (pre-paid) data subscription required for end-user

— Potential for seamless data connectivity transfer between LTE, UTRAN,
WLAN

15-16 Oct 2013 Section 5: Business Models 17
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Broadening the scope @

Advanced data use cases

* Multiple data bearers (PDP Context / 4G data bearer) per
phone
— Different applications using different data bearers
— Transparency needed for end-user regarding cost of data usage

* WLAN being integrated by 3GPP as access network for 3GPP
based communications network
— Simultaneous cellular mobile data connection and WLAN connection

 Multi-RAT (Radio access technology) application

— E.g. one application using 4G for conversational voice/video and
WLAN for call enrichment

e Access transfer between 3G, 4G, WLAN (for data services)

— Data bearer to remain anchored with Packet gateway where the
bearer was established

Section 5: Business Models
15-16 Oct 2013 'Roaming Unbundling - Challenges and Opportunities’ 18





Conclusions @

e Alternative roaming provider (ARP) and Local breakout (LBO)
aim to instigate competition for roaming communication
services (price being just one goal)

 There are some challenges to overcome for providing
consistent and transparent end-user service. Transparency
and ease of use for end-user is key!

e Uptake of ARP & LBO will depend on how ARP & LBO are put
in the market

 ARP and LBO not yet defined for LTE and VolLTE

* Advanced data use cases require intricate control over data
bearer establishment. 3GPP LBO thus preferred?

15-16 Oct 2013 Section 5: Business Models 19
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Thanks for your attention
Rogier Noldus
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Challenge @

Establishing a Smart Horizontal 1oT Service

Platform is quite difficult to achieve

* Service Platform: must be able to support a phletora of
services, most not defined yet

* loT: a field that is wildly developing
* Horizontal: must be applicable across domains

* Smart: using intelligence in advanced ways (cognitive
technologies)

=>» Multi-Sided: requires sufficient acceptance on both
‘demand’ (service) and ‘supply’ (data) sides
=>» A seed and a strategy to achieve horizontal scale

15-16 Oct 2013 S5: Business Models / Constructing a Multi-Sided loT Business Model 2





Outline

iCore Platform
City Traffic
nfo (illustration

Multi-sided BM
Discussion
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iCore Platform characteristics

a priori domain knowledge: service request interface:
(service-agnostic) domain high-level semantic expressions
knowledgg gxtensmns N o Service-

* Expressivity ' Expert ’ requestin rocessing of

e Execution fulfillment wit Act P 5

selected VO data

resource economies o _
® iCore % source streams

. > Real-World Knowledge
growing real- ";’fr — (CVO)
world cognitive _
. . N7
intelligence o
3 (composed) X

firtual ObjeCt - - C O virtualized

providgr )
autonomous o ~T objects

.. . Installer
optimizations
Source Oheerve ’))
’ provider O Actor

System Knowledge End -user
(autonomously
growing) live data sources and sinks
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Traffic Info Service ﬁ

GYT is current market
leader in after-market

‘65-.57'7“" in-car navigation
l» 0D .

0:25" 11:26* ;
Avenue Des Champs-Elysées d evices

TomTOom

CCis a small company that

collects information on traffic PT is a large bus
relevant events, such as speed company that is active in
measurements, traffic jams, several districts of the

e incidents, road works, country

manifestations or concerts etc.

Courier quick and

timely deliveries PS is responsible for
the city’s safety

15-16 Oct 2013 S5: Business Models / Constructing a Multi-Sided loT Business Model 5





High-level value and control points

Multi-sided Business Mode| | Optimization | . " . Growth

o ", Same-side network pOIICV
effects i
/ = i
! Domain o Service-
! Expert rleq:cetztr'“g
Service i
| platform

operator

. . i %, '
Multi-sided platform K
i~ s
bate Object | ¢

’ provider e
providing side

@ iCore

© Actor

i End-user

Cross-side network effects
$109149 YJOMIdU dPIS-SS0JD

requirements
Same-side S
~ ource
" network effects Efficiency
: . : . daccess
Eisenmann (2006), Managing Networked Businesses: Course Overview.
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Traffic Info Service Delivery idn

GYT requests to be PT sE)eciﬁes the PS requests to be informed
informed for each service request only on exceptional
eligible user on inform me if my disturbances

relevant disturbances schedule is at risk

Service-

@ . .. .
' ExpertI 'iqulftit:ng CC Wl” ta ke

care of
. < V '
C e(e,, ] )
B0, | s | defining the
Knowledge

A domain expert and knowledge
engineer (developer) defines the

operator O Ia er
required knowledge (an Y
. ..
independent and expert party) | J&Z";."%S
PS’s 112 first provider ° :
responder ] [ Installer w
[_rsseas | CC provides the >
(_msamens | jnstallation service to Worover ;:3.
. = End-
(romss ) PT, GYT, PS and its ; a
: v | | y | | y v Y
OYT's cars ] own sources First Emergency Traffic Car driver Citizen Bus Traveller Planner Bus Driver Courier

Sensor data sources

i Responder Caller Caller
CC’s sources °®

] o o o o o o o
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lllustrated platform values

Additional applications can
be added at a marginal cost

/ of expanding the real world

knowledge

@ Domain @ Service-
Expert / ' requesting
Developer Actor
.t - o, (W 2
Additional data i st
. operator Zo,
sources pI‘OVIde
additional values e, BNSystom &y
. . Knowledge D)
to eX|St|ng users, Enginegprl__=~C__D C
L] Ll Q. . 0
without altering el "”j\to'[‘g CEE Cutmer D
the interface .)) Source €I
provider

' Observed
Actor

The cognitive capability
provides additional
information such as the
structural delays of a
bus line

15-16 Oct 2013
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Drivers and more platform values @

Utility, supply and demand Adoption
Shorter time-to-market  Complex service behavior

High number of \abstraction
applications and data —

\ Service- Economies of scale

sources & Domain _ B roquest
B coe ﬁieqfiﬁirmg and scope
N ., * Shared use of
i & Real-World Knowledge
o % : sensors and data
Dynamics in Wor | i
d I d wledge A 2 i PrOCESSIng
eployment an i \/(pomlpoos resource
service execution irtual Object ..
\EOVIder .. efﬁCIenCy

 Shared use of

. C=RD> :
Quality and Dugres ever-extending
trust i d-user RWK
Heterogeneity of  Timeliness and
Value of sensor data data sources continuity

15-16 Oct 2013 S5: Business Models / Constructing a Multi-Sided loT Business Model 9





Seeding for Horizontal Scaling @

* The BM may show to apply well to this
application context

— Values are delivered
— Concurrent control points are neutral

— Other domains may fit as well

* Currently considering and comparing Smart Home,
Transport, Office, Car and City.

e But does it work as a seed?

— Do the players have incentive to scale
horizontally?

— We would need to “back-cast” from the end-state

15-16 Oct 2013 S5: Business Models / Constructing a Multi-Sided loT Business Model 10





Single firm advantage

Current situation: Linking of data sources
Firm 2

Service
2+

—

—/

Process

4
\—
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Within domain

Step I: Implement iCore components per domain
Domain A Domain B Domain C

Servnce Servnce Service Service Service Service

_/
* iCore enabled
- ' processing

//V\'\
15-16 Oct 2013 S5: Business Models / Constructing a Multi-Sided loT Business Model 12





Q..

Re-apply in new domain

Step II: Connect domain technologies

Domain A Domain C

Service

Service Service
6+

Service
2+
\ V) N V)

iCore enabled

processing

15-16 Oct 2013 S5: Business Models / Constructing a Multi-Sided loT Business Model 13





Q..

Trans-sectoral (technology)

Step lll: Merge domain technologies
Domain A Domain B Domain C

Service Service Service Service Service
1+ 3+ 4+ 5+

Service
6+

—~y w \ V? -
e !
e

— —— Efficiency A Enhancement
— Outsource :

tial exponential
e aEl T FOREE
o

B
gg
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Q..

Trans-sectoral (knowledge)

Step IV: Merge RWK/domain language
Domain A Domain B Domain C

Service Service
5+ 6+
. V) N v/

15-16 Oct 2013 S5: Business Models / Constructing a Multi-Sided loT Business Model 15





Conclusions @

lllustration of a potential seed of the platform
A BM that leverages platform values

e Configured within the business ecosystem to
neutralize concurrent control points

* But not compared domains

e And not established horizontal incentives for
phased expansion

Establishing a Smart Horizontal 1oT Service
Platform is quite difficult to achieve

15-16 Oct 2013 S5: Business Models / Constructing a Multi-Sided loT Business Model 16
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CONTENTS
RECOMMENDATION AS A KEY BUSINESS
DRIVER

Recommendati

1. Recommendation: motivation, trends-and fc on
= Sources & targets, items & users, dr Advertiseme
2. Matching strategies "

5 Simi|arity, profile, graph Spre_e the knowledge exchange
and best practice e

3. Application analysis

- Evaluation chart,
metrics & rating

4. Recommendation as a Service >

- RaaS guidelines for user,
operator & business men

Teaser
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MOTIVATION, TRENDS AND FOCUS @
FROM ADVERTISEMENT TO
RECOMMENDATION

New challenges for recommendation as
an accepted, value added service

- 8 (RaaS)
| 8 | ", 8 Individual usage

= single user — social network based

| o R 8 ‘ Recommendation object type
8 e 8 8 = single domain — cross-domain
™ N RS targeting
a 8 | - classical sales — virtual goods
8 Y 8 Device and context
e 8 = PC — smartphone, tablet, companion
About About device
users Towards items - profile — adaptive context-awareness
Community networks in a cross- Business model and integration

domain and contex;[-aware - product — pay per success rate
environmen - B2C — B2B for C2C

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013 3
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MOTIVATION, TRENDS AND FOCUS
DEFINITION OF RECOMMENDATION

Recommendation

Mapping > represents a support for object discovery
which

= maps sources onto targets
= clusters items within domains

Meta data matching . touches users within communities
Content analysis
\ Recommendatlon (Definition)
Advertisement Mathematically, a recommendation R
ltem discovery is @ mapping function of a set of
Collaborative source objects onto a set of target
filtering objects by means of similarity
/ £ . detection, where objects are either
xpert/friend .
search . items I or users U.

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013 4





MOTIVATION, TRENDS AND FOCUS
DEVICE-CENTRIC RECOMMENDATION

APPLIANCE

ical recom i New devices drive the recommendation
object type field

J Device trends

| Type of _ - _

¥ OS app I’appllcatlofl = smart designs & mobility of devices

i ﬁ ------------- ,ii = dedicated personal use & specific use
' cases

Application trends
= move from web to apps

= platform/operating system specific
applications

B

____________________________________________

Recommendation object trends
= multi-media objects are the key driver
= change from material to virtual goods

© 2013 by Telekom Innovation Laboratories S5: Business Models?Re?gmu{lLtySea&q?jﬂte r_dom@mober 2013
Integration
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MATCHING BASICS AND STRATEGIES
QUALITATIVE & QUANTITATIVE SIMILARITY
MODELING

Recommendation A model of the environment focusing on

high quality and performing matching
results

Domain part
= characterizes the object types
= assigns qualitative attributes to objects

Profile part

Domai Profile - provides a database representation of
mode odel attributes

= assigns quantitative affinity to
attributes

etadata Numeric v

Taxonomy Affinity vecto

Ontology Block

matrix :
Recommendation part

- offers mapping algorithms
= selects matching keys

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013
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MATCHING BASICS AND STRATEGIES

PROFILE HANDLING

Personal
profile

N

| J Control model E
Explicit Implicit |
! adaptation| |adaptation

By item By user
ratlng onsumptlo

value

gnumeratiol

© 2013 by Telekom Innovation Laboratories
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an

Continuously adaptive profile adjustment
as user driven (explicit) or consumption-
driven (implicit) process

Selection tree

= hierarchical tree of key-value-pairs
(taxonomy)

ltem rating

= like-dislike (binary) or scale-based
(digital or analogous) response after
consumption

User consumption
- offers mapping algorithms
= selects matching keys

= enables feedback loops
14-16 October 2013
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MATCHING BASICS AND STRATEGIES

SEMANTIC GRAPHS

k Node
7 N

Feature:
- Type

—

- Density
- Cluster

Parameter;

© 2013 by Telekom Innovation Laboratories

. + Relation
o

' + Direction

Edge i
dt%‘scruotld(7 a semantic network.

Edge |
7 N

Feature:

b |

Parameter:

- Weight

T:=(N.V)

Appliance of semantic graphs
= item graph, e.g. product portfolio
= user graph, e.g. experts’ community

Graph (Definition)

A graph I is defined a diagram

representing a system of a set of
connections or interrelations called
edges E among a set of objects,
called nodes or vertices V. Thus,
mathematically T is a tuple of sets.

S5: Business Models: Recommendation as a Service (RaaS)
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An ontology is a graph representation of






MATCHING BASICS AND STRATEGIES
USER GRAPH EXAMPLE "SPREEGRAPH"

Data Communications(42)

Saftware(74)

Programming(48) Hardware(20)

Parallel Computing(6) ‘
ADand CAM(6) ‘

Human-Computer Intelactlon(Zl) D: Securlty(38)

__ e /
\\}\l be

. Computers(291)

/// /‘ ‘
,// o \“ Open Source(55)
! ”””““E«ystems(ll) tal L f( Hacking(22)
pmputing 7 T T

Artificial Intelligence(45)

/| Algorithm{ Mobile Computing(36)
|

Data Formats(45)

Computer Science(63)

© 2013 by Telekom Innovation Laboratories
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“Spree - the knowledge exchange
network” is an expert search and
community application

The “spree topic graph” GUI

= has topics as nodes

= visualizes topic relations as edges

= indicates the number of related experts
in ()

= can be centered to any node

The “spree user graph” GUI

= has experts as nodes

= visualizes user similarities as edges

= indicates the expertise overlapping in

()

= can be centered to any node
14-16 October 2013





RECOMMENDER EVALUATION @
SOURCES: FIVE DIMENSIONS FOR
CLASSIFICATION

Metrics for easily evaluation of
implementations

Domain - Domain: characterizes the knowledge
domain

= attributes: intra, extra, inter domain

Method Community: addressing
Hybri§ uliple  Fécommendations to a single user or a

Colljboratlye Friends group of people
= attributes: group, friends, multiple

= Profile: interests represented as
personal profile

= attributes: static, dynamic,

/Spatial :
Adaptive adaptive

Context Situation Profile - Context: generalization of
environmental and personal situations

= attributes: predefined, spatial,

Sources

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommen§a|t‘!:olr4 aastal ervice (RaaS) 14-16 October 2013 10
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RECOMMENDER EVALUATION
ENHANCED TARGETS OF RECOMMENDAT uin

Targets focus on the recipients of
presented items which are described in
two categories

= “Communification”:

3 Single Intra Providing recommendation items for
% user more than one individual
- Group Extra = attributes: a single user, a group of
users or multiple users in a certain
context
Multiple Inter
Recommendation Domain . “pomainification’:
type focus Providing best recommendation items
concerning the knowledge or product
domain
= attributes: intra, extra and inter
domain)

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013 11





RECOMMENDER EVALUATION
EXAMPLE: INCAR MUSIC RECOMMENDER

Domain
Music recommendations for a individual
user or a group of people, while sitting in
§ Method ‘ Community acar
5 i — \ — Multiple
((,?) ) . Item \ b o ] ]
ase = Onboard music consumption can be
- highly affected by the context (e.g.
traffic, road type, weather)
(/Spalia—
Context Situation Proﬁldeaptive ) .
= InCar Music Recommender adjusts the
InCar Music Recommender specific context situation
*g Single user ntra = Music items are presented to a group
= (people who are sitting in a car) or to a
i Group xtra single user within (intra) the music
\ domain
Multiple Inter
Recommendation Domain

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013 12





RECOMMENDER EVALUATION
EXAMPLE: CROSS XDATA RECOMMENDER

Recommender system with a flexible
hybrid recommender linguistic engine

% Method Community

O

5 | Hybrid — Multiple ) . .

5:) Collabokatve~ye | [Friengs = Hybrid recommender combining all

applied algorithms to gain results

= Emphasizes items that do not have

Context Situation Broqdaptive best rating by a single source algorithm

Cross xData Recommender

= A single user retrieves
recommendations from several (inter)

"g Single user Intra domainS
T
= Group xtra _ .
/ = Application targets: ad-on for scout24
Multiple Inter group, family@home
Recommendation Domain

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013 13





RECOMMENDER EVALUATION
BUSINESS EVALUATION SUMMARY

Regarded prototypes can be assigned to
Business area different stages of marketability

= Scientific aspects cover
recommendation engines, profile,
domain modeling, interface and

O

|

I

: InCar Musid Cross xData
: Semantic Movie

:Beseamh brotolype PrOdUCtI implementation issues

: Reg%rﬁo : ! Comm.ercial aspects focus on the

| Group Recommendpr market portfolio offering for RaaS and product
: (Movie) A : development

| e e e yScientiic_ PIA_ _ _, = Research prototype describes the

status as a “research project”

, _ . = Product view focusses on the status
‘ InCar Music: InCar Music Recommendation W%CMQY%P”SOMHZM movie recommendati

. Cross xData: Hybrid Recommender for media Spree: Knowledge Exchange Network

A Group Recommender (movie): A PIA: Personal Information Assistant
Group Recommendation for movie items

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013 14





GUIDE FOR RECOMMENDATION SERVICEE@
MULTI-DIMENSIONAL ASPECTS OF RAAS

= Personal view: based on interests of a
group of people or a special community

= Object view: cross-domain
enhancement for business for e.g.
shopping portals

= Usability view: proofed presentation of
recommendation results to be

significant
RaaS J o o
: J = Implementation view: RaaS will enrich
Business

License

view

From an inflexible push service

: technology and interfaces, e.qg. profiles
" towards a context-aware 9y J9-P

\etwork-centric adaptive servi = Operation view: information storage,
/é data processing and interfaces to be

considered for operation of

| I \ recommendation
= Business view: development of new

business models

= License view: attractive B2B lice
pdels te: beconsidered-irofuture 15

© 2013 by Telekom Innovation Laboratories S5: Business Models: R4





GUIDE FOR RECOMMENDATION SERVICE:
USERS PERSPECTIVE: PERSONAL &
USABILITY

The interests of a group of people or a Mobile screen:

special community will be important in the small screen size of a mobile
future: phone limits the number of

=Group recommendation: recommendation results
consideration of the interest of a = Psychological aspects:

group instead of delivering a user has limited suscepti-bility for
recommendations to a single user evaluating presented items
=Community: = Personal clustering:

integrating friends and experts instead buying decision is easier if the

of commercial sources as valuable similarity of items is limited

new source for recommendation = Context awareness:

context parameters can highly
improve the customer’s acceptance

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013 16





UJIDE FOR RECOMMENDATION SERVICE-
PERATORS VIEW: IMPLEMENTATION &
PERATION

COW®

Implementation of RaaS needs to be = Distributed information storage:
adaptive to existing pieces of distribution over the involved IT
software: infrastructure: security, scalability
= Adaptive profiles: and performance
fast integration in existing software = Distributed data processing:
environment and profile data should be processed always
adjustments close to their storage location
= Adaptive algorithms: under one legal responsibility.
flexible algorithm configuration can = |nterfaces:
fit to business requirements supporting of flexible B2B APls or
= Adaptation to mobile environment: classical browser plug-ins for all
fast integration into mobile services commonly used browsers on fixed

and apps and mobile platforms

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013 17





GUIDE FOR RECOMMENDATION SERVICE!
BUSINESS, OBJECTIVE & LICENCE VIEW

Business view Objective view Licence view

= Vendor of = Transfer learning: = RaasS license model:
recommendation Analyzing customer’s pay-per-use as
service: behavior (big data) innovative license
growth of profit for and adaption these model
selling _ findings to an = Success verification:
recommendations unknown domain success rate
services must be = Shopping portals: measurements of
sufficient Enterprises can targeted advertising
= Vendor portals: benefit from a cross-
enterprises should domain solution
benefit from this
solution
= RaaS:
third party
provisioning of
rec

solutions as venture
© 2013 @amctat@& Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013 18





GUIDE FOR ECOMMENDATION SERVICES @
MODULAR SERVICES

{/’:\ Offering successful RaaS the sources
\ ; ) and targets should be extended in a
\Usgr/ Profile, cct).nsucr‘nrtnion and ﬂeX|b|e and mOdU|ar manner

rating data

Single ) .
@ = -User's context: context data, e.g. time,
@@ 7 1
\ location

/
\
ﬂ-)-“/? 2 ) =Friends: ratings and profile data from
™ “~-7" close friends

)7 Recommendatons -Community network: integrating friends
and experts from multiple communities

' "Recommendation for a single user:
#4 using personalized and adaptive profile

eoupof - «Recommendation for a group:
recommended items fit to the interest of
the group of people

=Cross-domain; combine different item
sets

© 2013 by Telekom Innovation Laboratories S5: Business Models: Recommendation as a Service (RaaS) 14-16 October 2013 19
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Overview

* TV viewing behaviours

 The impact on network design

* Edge caching with pre-emptive filling
e Content Centric Networks

— A new way to deliver content with caching

15-16 Oct 2013 S6: Moving to Content-Centric Networks





The evolution of TV

= All early TV transmissions were live

= There was no capability to store programming for
later transmission

=  Qver time, more and more TV content was
filmed in advance and stored for later
transmission

= Now most broadcast TV content is not live,
and there are many ways to access TV
content at times convenient to viewers
=  Personal video recorders
= Online streaming and download services to

various personal and portable devices

=  But most TV content is still viewed at the

time of broadcast !!

Images from Wikipedia and http://advanced-television.com.

15-16 Oct 2013 S6: Moving to Content-Centric Networks 3





Live TV is a popular as ever

24

20

= [
N o

(o]

Audience (millions)

0

[ [

[

—Live viewing in 2012 /-\

—Live viewing in 2002 \

J

"

o /_/ \\

Vi

N

06:00

09:00 12:00

15:00 18:00 21:00 24:00 27:00

In the UK, in both 2002 and 2012,
about 22 million people, 40% of the
population, watched live TV every
evening between 8PM and 10PM.

UK total live TV viewing has
increased from 210 minutes per
person in 2002 to 216 minutes per
person in 2012, primarily due to an
increase in audience at non-prime-

time. 7

Live TV viewing levels maintained despite more personal video recorders and online video

Instead, more viewing options has increased total consumption
High levels of live viewing expected to continue over the next few years, driven by:

Sports and Interactive programming
Social media - at peak times, 40% of UK tweets are about live TV programmes

Inertia of current viewing behaviour

Data generated by accessing the BARB database, using Kantar media.

15-16 Oct 2013
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Viewer distribution across TV channels

6.0

5.5 =

50 - \\
45 \’ /7 \ ,Z

4.0

——Tuesday 13 November 2012
3.5 NI ——Saturday 17 November 2012

Sunday 18 November 2012
3.0 T T T T T T T T T T T

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

Entropy of TV Channel Viewing Figures

where p, = proportion of viewers on channel ¢

=  The number of people watching each of 114 channels is recorded every 5 minutes
. The entropy of the channel choice is calculated

= Lower entropy indicates viewer concentration on a smaller number of channels
= Entropy varies with time of day and day of week:

= Low entropy at breakfast and peak time

. Higher entropy at night, in the afternoon and on weekend mornings

Data generated by accessing the BARB database, using Kantar media.

15-16 Oct 2013 S6: Moving to Content-Centric Networks 5





Viewer distribution across TV channels

Log(Audience)

15 -0.6
Viewer distribution across TV channels at 8PM to 9PM
—\Week days
1.0 °
2 08 —\Weekends [—
a /\
0.5 =
(=
\ F
oo
0.0 o
\ 4
g-1.2
) g / \ / \/\\
\ :
&
1.0 ? 1.4 \\/
—\Weekdays \“.“'l\ S
1.5 g.
—\Weekends ‘ & 1.6
2.0 T T T T T T T T T T
0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2 18

Log(Rank)

00:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00

=  The number of people watching each of 114 channels is recorded every hour over all of 2012
. The channels are sorted for each hour by decreasing popularity
=  The logarithm of the audience against the logarithm of the rank (position) approximates a straight line
. This behaviour is known as Zipf’s law
=  The slope of this line varies with time of day, and to a lesser extent, day of week:
= The slope is steeper at breakfast and peak time
. A steeper slope indicates viewer concentration on a smaller number of channels

Data generated by accessing the BARB database, using Kantar media.
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Varying popularity of programs

Audience (millions)

3.5 ‘ [ [ [ 0.8
—\Watched on same day as broadcast (2012)
3.0 7
Watched within 1-7 days of broadcast (2012) 0.7
2.5 0.6 1
m
§os5
2.0 L | =
£
ff f‘ @ 0.4
(%}
15 e
‘ '§ 0.3
1.0 — .
0.2
> Nv‘}]c (l \ 01 -
-—w [ g
0.0 - ! ! | ‘ ~ v 0.0 H=-
06:00 09:00 12:00 15:00 18:00 21:00 24:00 27:00 18:00

—Live Viewing

—\Watched on same day

Watched within 1 - 7 days - -

\‘h'l‘vuh_h.‘.
el - == S T ‘&\_: T
19:00 20:00 21:00 22:00 23:00 24:00

Average daily PVR recordings in the UK in 2012.

Viewing figures for Fox, 9 November 2012.

= All programs are not equally popular

This is not just related to time of viewing
Peak time programs are the most recorded

On some channels, the audience increases significantly for specific programs

Data generated by accessing the BARB database, using Kantar media.

15-16 Oct 2013
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Varying popularity of TV content

Popularity

1000000 -

100000 -

10000 -

1000 -

100 -

10 ~

Popularity versus rank for video content

10 100 1000
Rank order

10000

George Kingsley Zipf
1902—-1950
Source: Wikipedia

= Al TV content assets are not equally popular

=  The popularity follows Zipf’'s Law where the logarithm of popularity is proportional to the logarithm
of rank (the position in a list of content sorted by popularity

= In this example, the most popular asset is viewed 10 times as often as the asset that is 10th in the
list of popularity, and is viewed 100 times as often as the asset that is 100th in the list of popularity.

15-16 Oct 2013
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Internet traffic levels by time of

—Total

Traffic on the BT network on a typical day

- = video

day

00:

03: 06: 09: 12: i 18:

21:

00:

Over 50% of the total internet traffic is
video traffic

This is consistent throughout the day.

The average traffic throughout the day
is about 50% of the peak

The peak is predicted to increase
quicker than the mean: by 2017, peak
time traffic is predicted to increase

four times and the average traffic
three times

Service providers need to design for the peak level of traffic
Caching at the edge of the network, near end users, reduces core network bit rate demand
Delivering content off peak could reduce core network bit rate demand further

Could content be delivered to edge caches pre-emptively?

15-16 Oct 2013
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Separating content delivery from content rights @

= Traditionally content delivery and content rights were combined
=  Broadcast TV using conditional access and smart cards
=  Physical Media, e.g. DVD, with content protection

= Modern DRM systems allow content delivery to be separated from content rights
= Encrypted content can be freely distributed, and “side-loaded” onto devices

=  Content is associated with rights that limit play back:
=  to specific people or specific devices
=  to specific time periods

=  Content could be distributed before play back is allowed

= The Digital Entertainment Content Ecosystem has created a digital rights locker
ecosystem named UltraViolet that operates on these principles

SV g

(VAN

& ULTRAVIOLET

15-16 Oct 2013 S6: Moving to Content-Centric Networks 10





Can live-broadcast content be cached pre-emptively?

Sports Highlights _Live Sport
b

that is live

of broad

35

m Live Sport

30 —{ ™ News
M Live Game Show

25

20

15*

10
5 |
0 -

Saturday sday Wd sday Thur dv

day

=  Analysis of TV content on the five most popular channels in the UK during the week
20-26 July 2013, during the peak viewing period of 7PM to 11PM

= 16% is broadcast live, consisting of 3% Sport, 2% Live Game Shows and 11% News

A large proportion of broadcast content is not actually live but filmed much earlier
Content could be pre-emptively cached ahead of ‘broadcast’ or ‘availability’ time
But there are content rights and content availability issues

15-16 Oct 2013 S6: Moving to Content-Centric Networks
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Can live-broadcast content be cached pre-emptively?

45

40 -

35

30 f"' —~

N
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!

——All Program Viewings

N
o

—Viewed at time of broadcast |

[EY
(%2}

Viewed after broadcast

[ERY
o

w
!

Percentage of content that is live

0 50 100 150 200 250 300 350 400
Amount of content analysed (Hours)

o
|
>

=  Analysis of over 500 of the most viewed TV programs in the UK during the week 20-26 July 2013
=  This represents 400 hours of program content, and over 50% of the total viewer minutes
=  About 35-40% of content that is viewed at the time of broadcast is actually live content

=  But only about 5-10% of content viewed later, using a PVR, was originally broadcast live

There is an opportunity to pre-emptively cache content to satisfy later demands for online ‘catch-up’,
thus moving traffic from peak time to off peak
But there are content rights and content availability issues

Data generated by accessing the BARB database, using Kantar media.

15-16 Oct 2013 S6: Moving to Content-Centric Networks
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Which content assets should be cached? @

10x

5x
2X

1x

00: 03: 06: 09: 12: 15: 18: 21 00:

Given the Zipf distribution of content popularity, caching can be very
effective even if the selection of content assets to cache is not perfect

15-16 Oct 2013 S6: Moving to Content-Centric Networks 13





How long does content need to be cached?

100

90

80

70

60

50

40

30

Cumulative percentage of total viewing (%)

20

10

where = half life and is time

L
e
!/
/I

1 ——Daily program, half life = 0.93 days |

——Weekly program, half life = 1.39 days
1] Weekly news program, half life = 0.81 days N
i —\Weekly program, half life = 1.44 days
o 1 2 3 a4 s & 7

Time (Days)

Chart showing cumulative viewing of
selected “catch-up” TV content assets

Curves matched to exponential
distribution

“Half Life” of content calculated: this is
the time to get 50% of viewings, or half
the time to get 75%, etc.

Daily programs generally have shorter
half lives than weekly programs

However, weekly news programs have
shorter half lives

Content with a longer half life needs to

be retained in the cache for a
longer time.

Data generated from BT Wholesale CDN content request log files.

15-16 Oct 2013 S6: Moving to Content-Centric Networks
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Content Centric Networking

= A new transport protocol built on Named Data

= A packet address is a content name rather than a location

= Content is cached at routers rather than simply queued for forwarding
= Created by Van Jacobson et al at the Palo Alto Research Center (PARC)
= Emerging Networks Consortium

= Aninitiative to advance the development of Content-Centric Networking
=  Founded by PARCin 2012

=  Founding members include Alcatel-Lucent, BT, France Telecom-Orange, HCL, Huawei,
MACH, Panasonic, and Samsung Electronics Co., Ltd.

Interest packet Data packet
# Content Name # # Content Name #
é Selector é $ Signature #
(order preference, publisher filter, scope, ...) (digest algorithm, witness, ...)
Nonce Signed Info
(publisher ID, key locator, stale time, ...)
D Figure taken from V. Jacobson et al.,
aid “Networking Named Content,”

ACM CoNEXT Dec 2009, pp. 1-12.
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CCN Packet Forwarding

Content Store )
Name Data _Fgge_()_ ]
r A A CCN node operates like an IP node:
/parc.com/videos/WidgetA.mpg/v3/s0 o : 4—:—-. q‘
P i
e P %%  apacket arrives on a face,
Pe"d'"f,’,:;teresmb'ef«fgll)s(ﬁ)ng i”ype Face 1 * alookup is done on the name,
ace(s, C . [
e | <o * and an action is taken.
/parc.com/videos/WidgetA.mpg/v3/s1 0 <J : : .—:—'» ! ‘ 7
@ | F . J'
FIB = :F.ase.%l
Prefix | Facelist 1 1
: I : Application Figure taken from V. Jacobson et al.,
Jparccom | 0,1 , ' “Networking Named Content,”
m o ACM CoNEXT Dec 2009, pp. 1-12.
G J

=  Content Store

Same as buffer memory on an IP router but configured to cache rather then queue
Data, thus saving upstream demand and downstream latency

=  Pending Interest Table
‘Bread crumb’ trail of upstream Interests to direct downstream Data
=  Forwarding Information Base
A table of outbound Faces for Interests, where each entry may list multiple Faces

15-16 Oct 2013 S6: Moving to Content-Centric Networks 16





CCN Message Processing

an

Processing Interest Packets

Lookup the Content Store

If found, transmit the Data and delete
the Interest

Otherwise look up the Pending
Interest Table (PIT)

If found, add the arrival Face to the
PIT entry and delete the Interest
Otherwise look up the Forwarding
Information Base (FIB)

If found, create a PIT entry and
forward the Interest on one or more
Faces according to Strategy
Otherwise delete the Interest

Processing Data Packets

Lookup the Content Store

If found, discard the Data as Interest
is already satisfied

Otherwise look up the Pending
Interest Table (PIT)

If found, store the Data in the
Content Store, transmit the Data on
all Faces listed in the PIT entry and
delete the PIT entry

Otherwise the Data is unsolicited and
should be discarded, but instead may
be stored in the Content Store

The Data ‘consumes’ the Interest

15-16 Oct 2013






The CCN Strategy Layer

email WWW phone... \
SMTP HTTP RTP... /

! ! browser chat ...

)

~ 1 &

\ File Stream ...
TCP UDP ... Individual apps Security

> IP < Every node >:T§:;<
ethernet PPP ... Individual links Strategy

/IP UDP P2P BCast \
\copper fiber radio ... /

/CSMA async sonet \
\copper fiber radio .. /

. .

The strategy layer makes
the fine-grained, dynamic
optimization choices
needed to best exploit
multiple connectivities
under changing
conditions.

4

N AN ANANANANNNNNNNINNINNNINNNN AN S )\

Figure taken from V. Jacobson et al.,
“Networking Named Content,”
ACM CoNEXT Dec 2009, pp. 1-12.

= Data can not loop in CCN

The Strategy Layer determines where to send Interests

The Strategy Layer can (occasionally) run experiments:
=  The same interest can be sent on multiple Faces

=  Therefore the best Face can be determined

This provides automatic failover protection

The FIB may contain multiple Faces for any Content Prefix

=  Unlike IP, in CCN, the Data will return on the same path as the Interest

15-16 Oct 2013
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CCN Performance

Some hard to design services ‘come for free’ with the CCN architecture

500 T T T T T T

o Comparison of HTTP/TCP and CCN

* Each client pulls the same 6MByte file
* Total transfer time is measured for an
8 : increasing number of clients
8 * HTTP/TCP outperforms for one client due to
200 | 1 higher, signature, overhead of CCN
* CCN outperforms for more clients due to
100 '? ¥ v Ed - ] intermediate node caching

400

\
\
‘\
oQ
X

300 |

Total Download Time (sec)

o Lu ! ! s . ! Figure taken from V. Jacobson et al., “Networking
1 2 3 4 5 6 Named Content,” ACM CoNEXT Dec 2009, pp. 1-12.

Number of Clients

= CCN node caching can deliver live TV as efficiently as using multicast

=  The efficiency of multicast can be achieved for all client devices, even those without multicast support
= Retransmission of lost information is more efficient than with multicast

=  Datais retransmitted only over the link where loss occurred, reducing latency
= ‘Re-start’ services can be implemented easily

=  Datafor alive TV program may be cached near to a client wishing to view a program from the start

15-16 Oct 2013






Summary @

* Over 50% of current internet traffic is video

— This is expected to grow in the future

— It peaks during the evening and the peak is expected to grow faster than the average
* Content popularity approximately follows Zipf’s laws

— Popular items are viewed orders of magnitude more often than lower ranked items

e  Much TV viewing is at time of broadcast
— Viewing preferences are driven by the broadcast schedule
— But much broadcast content is not actually live
 Content could be cached close to clients ahead of viewing time
— Caching reduces the average core network bandwidth
— Pre-emptive caching reduces peak core network bandwidth
e Content-Centric Networking
— Content is requested by name rather than address
— Content caches are an integrated component of the network
— Some hard to design services ‘come for free’ with the CCN architecture
— Could initially be an overlay on existing IP networks, as adopted by the CCNx consortium

15-16 Oct 2013 S6: Moving to Content-Centric Networks 20
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Outline @

* Context-aware Systems

* Future of Machine-to-Machine (M2M)

e M2M Standards Activities

* OMA NGSI Standards

* OpenMTC: a Context Management framework
* OpenMTC @ Fi-ware

An Approach to Expose M2M Services over

1 5'1 6 OCt 201 3 OMA Next Generation Service Interface 2





Motivation: Context-aware @

Systems

* Enable Smart systems to anticipate users’
needs and to act in advance.

e Adapt operations to the current context
without explicit user intervention.

* |ncreasing usability and effectiveness by
taking environmental context into account.

An Approach to Expose M2M Services over
1 5'1 6 OCt 201 3 OMA Next Generation Service Interface 3





Definition of Context-aware System @

Harmonization of
Applications

Context-aware Services

* A system uses

context to provide I
relevant information oo
and/or services to ‘

Billions of Connected
Things

the user, where

relevancy depends
on the user’s task ™™ &

Advanced Low Cost

[DeyAbowd2000]

Less User Intervention

l0S: Internet of Services
loC: Internet of Content
0T : Internet of Things
M2M: Machine-to-Machine

An Approach to Expose M2M Services over
1 5'1 6 OCt 201 3 OMA Next Generation Service Interface 4





Definition of Context @

* Any information that can be used to characterize the situation
of entities (i.e. whether a person, place or object) that are
considered relevant to the interaction between a user and an

application, including the user and the application themselves
[DeyAbowd2000]

Context Entity

4& is-A

Person Group Place Event

Thing

Source: OMA-TS-NGSI_Context_Management-V1
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Estimated Economic Impact @

; Estimated potential economic impact Range of sized potential  Impact from other
loT Offers pOte ntial to of technologies from sized applications e ot sizedy
H TWH in 2025, including consumer surplus ]
drive productivity across "2’ et -
S36 trillion in operating

costs of key affected

Mobile Internet 3.7-10.8

Automation of

industries: manufacturing, knowiedge work .
health care, and mining g ;i The Internet of Things 27-6.2
Potential economic impact

Cloud technology 1.7-6.2

in 2025 across sized
applications of$2.7 trillion
- S 6 * 2 t rl I I I O n SOURCE: McKinsey Global Institute analysis

Major applications enabled by advanced technology
infrastructure, e.g., advanced supply chain systems

Advanced robotics 1.74.5

An Approach to Expose M2M Services over

1 5'1 6 OCt 201 3 OMA Next Generation Service Interface 6





M2M Standard Landscape @

ETSI, OMA & 3GPP standards together develop a complete network oriented
M2M communication architecture.

oneM2M cooperate in the production of globally applicable, access-
independent M2M Service Layer specifications, including Technical
Specifications and Technical Reports related to M2M Solutions.

Open Mobile RAllioace

G EFPE—) «voma

ttttttttttttttt

K=l
PRSI f” »
B e i __'A/f\\.f\_ i ad & Open Mobile Alllcace m
GSMA. 1 E T F -ciosatimnianv

e ey I | L T | I WM
@ (loliggﬁeom world @ (z;fggﬁeow world @ I E E E

,,,,,,,,,,,,, ( , A)’

PARTNERSHIP o

ProJECT 2 ABAROIE CLORAL (Omwpmilalion]
7 . ‘agep2"

M2M Gateways Access and M2M Network
M2M Devices M2M Devices Core Network Middleware
An Approach to Expose M2M Services over
1 5'1 6 OCt 201 3 OMA Next Generation Service Interface 7





OMA Next Generation Service Interface @

* Objectives o OM[nQ
— Extensions for personal communication services, including
e Rich multimedia services
* Access to media/data storages and related control mechanism

— Related Context and Personalization within focus for multimedia
services

* The scope of the NGSI v1.0 is the standardization of
new functional APlIs for:

— Data Configuration and Management
— Call Control and Configuration

— Multimedia List Handling Extensions

— Context Management

— Identity Control

— Registration and Discovery functions

An Approach to Expose M2M Services over
1 5'1 6 OCt 201 3 OMA Next Generation Service Interface 8





Extension of OMA Next Generation

Interfaces for M2M

an

FOKUS uses and adapts

NGSI for hybrid M2M &

GSMA Profile: One API

A market (Market-specific Parlay API

H2H service access and

exposure

NGSI Context API
extended for M2M device,
network and data

handling.

OMA NGSI provide
standardized APIs for

OMA PXPROF V1.0

NGSI going beyond Parlay
functionalities, but build

selection "
set with REST approach) upon its inheritance —
Next Generation Service
Interfaces
OMA Parlay REST V1.0
Different y REST approach
tehnologies 1. x — OMAPSAV1.0 | SOAP binding E
Common Functional
REST approach functions L service APls m
SOAP binding e Parlay X Parlay X
conc:momnerr:ts Functional APIs Functional APls
P L — OMA PSAV1.0 — OMA PSAV1.0
(e.g. authentication)

— OMA's set of
OMA
APIs for application
development

service enablers

/’\

Network
services

Non-OMA
service enablers

P —AN

|

N

: Session
Service /

and
network

Identity
call control services

Data management
services

Media control Context

Group Lists

communication services.

0 .oma

Opc n Mobile Alliance
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OpenMTC Platform As A Context Management
Framework

« A middleware platform for M2M l.__lﬁ Il__lﬁ

oriented applications and services.

R —— T (AR ——

* A prototype implementation of ETSI 4 - F

M2M standards. P ——— i —————— i
* M2M Service Capabilities N.m
o g . AE RAR SEC REM NTOE
— Providing a set of M2M functions to el e il . ne
applications in both network and ) bt e L pore/anose
device domains openerc | g
— Expose functions through specified ) IE ; EaE : 3 |

open interfaces.
— Use Core Network functionalities.

GC AE RAR GIP SEC

— Simplify and optimize application

development and deployment B S
through hiding of network N Rﬁ 3 3 -
s {0 D

specificities.

An Approach to Expose M2M Services over
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OpenMTC Platform As A Context Management

Framework
r r
Standard-based APIs Low ] N w ]
* Enable sharingof M2M data S s Wil s Wl
NGSI 9/10 OpenMTC Software Development Kit (SDK
between heterogeneous e ——
context management - S
. GC AE RAR 7 SEC REM NTOE NCS
platforms via standards S A A
interface points. |

 Allow 3rd party application

developers
— Build new services. TR TR R T
— Control access of network dio e
capabilities e O 3 S
pa . 3 R\ S 3 3
s, § o

— Enhance existing services.

An Approach to Expose M2M Services over
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OpenMTC Platform As A Context Management

Framework

ETSI specifications define three St g —

P ————— | [E— AL L P ———

interfaces: mla, dla and mid : pod A N

NGSI.9/10

Open M2M APIs from ETSI renders ™

capabilities that enable the Nlm
GC AE RAR SEC REM NTOE NCS

implementation of M2M S A .
applications at constrained SR S S 7 £ =07 N
resources devices as well as web | o
servers. ERERE RS B

mlid

— Subscription and Notification

— Grouping

. GC AE RAR GIP SEC
— Transactions - :
— Application Management NGSI9/O N 3 S N N
— Compensation (micro-payment) e} R oo padd

— Sessions

An Approach to Expose M2M Services over
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OpenMTC APIs to NGSI Specifications

The aim of the MTC APIs is to provide light

and abstracted APIs to support the
development of M2M applications and
make the core assets and service
capabilities available to 3rd party
developers.

* Network APlIs
— Controlling applications access and
usage of service capabilities provided
by OpenMTC
* Device APIs
— Registering and defining device's
resources as context providers.
* Data APIs

— Handling context information from
connected devices.

{M2Mserver}

| /aplcations |
/subscriptions | —| /accessRights |

—| /notificationChannels |

—|~ /publish I ! /registerContext

|
—| /discoverContextAvailability |
|

—1/subscribeContextAvaiIabiIity

—1 /unsubscribeContextAvailability |

—| /notifyContextAvailability

|
—| /queryContext |
—| /subscribeContext |
|
|

—1 /unsubscribeContext

—| /notifyContext

—1 /updateContext |

An Approach to Expose M2M Services over
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Extension of OMA Next Generation @
Interfaces for M2M

* The Context Management APIs provides interfaces in order
to:

— Manage the Context Information about Context Entities, for example
the lifetime and quality of information.

— Access (query, subscribe/notify) to the available Context Information
about Context Entities.

 NGSI Interface 9/10 are used for human-to-human and M2M
Comm-ln:l\ﬂ-l—:t\u\

o | ~N m| <
o | & | & #m.r. o | & .La 'LU)L
8|8|8 8|8|8|8 38 6| 8 8| 8| 8|8
|2 2 Z2|l2|2|2 = 2| 2 =l & | 2
v vy V-9 Y Y | . I, . Yy Y S

Service
Registration and
Discovery

Call Control and Multimedia List
Configuration Handling

Context
Managemen!

Data Configuration
and Management

identity
Control

An Approach to Expose M2M Services over
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Extension of OMA Next Generation
Interfaces for M2M

an

NGSI-10
OpenlMS/OpenMTC:

NGSI-9
* OpenMTC: .

— Register and update Context
Entities, their attributes and
their availability.

— Discover (e.g., by query or
notification) Context Entities,
their attributes and their
availability.

*  OpenlMS:

— Register and update user IDs
for location and presence
updates

— Discover user IDs with
presence and location
information available

Update Context Information
associated with Context Entities.

Query for Context Information
associated with Context Entities.

Subscribe to Context Information
associated with Context Entities,
including optionally specifying
when to be notified (e.g., on
change basis, periodically).
Notify subscribers about Context

Information associated with
Context Entities.

15-16 Oct 2013

An Approach to Expose M2M Services over
OMA Next Generation Service Interface

15





OpenMTC @ fi-ware

(<) fi-ware

[ ) () NGsio-10
European Future Internet m@ Oress e
Platform FI-Ware for

° General Enabler (G E) loT Broker o Conf.Man. BE Dev.Man.

e OpenMTC implements the T o
Gateway Device -
Management GE of the wcsioQ) Oerswamme
|nternEt Of Thlngs (IOT) Data Hdl. GW Dev.Man.
Services Enablement © ~21 open mtc ]
architecture.

P. Adapter Gateway
APIL (? Q API2 (P ETSI M2M

| Devi| [Dev2 | |ETSIM2M Dev|

Internet of Things (loT) Services Enablement Architecture

An Approach to Expose M2M Services over
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Conclusion @

e Context awareness feature in Smart systems allow the
adaptation of the environment states and optimizing
services.

e M2M communication platforms provide the means to
connect objects, and facilities the information exchange.

e Although the adaptation of open APIs in developing
Web services increases the portability, it does not
ensure the interoperability.

e Standards are needed to unify the communication
mechanisms between cooperated services.

An Approach to Expose M2M Services over
1 5'1 6 OCt 201 3 OMA Next Generation Service Interface 17
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Outline @

* Introduction

e Service Composition in the TelCo SDP

* Service Composition in the Internet

e Classification of Service Composition models
* Hybrid Service Composition in the SDP

* Conclusions
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Introduction @

We analyzed the Service Composition paradigm from
the Telecom Operator point of view ' ‘

— Where are basic services running?

— Where are service compositions running? F AV 03 9
We propose a classification and a comparison of the
different approaches

We identified the “hybrid” service composition
model as the most promising for TelCos

We described a “hybrid service composition
platform” integrated in the TelCo SDP

Session 6 / Hybrid Composition of Telecom and
15-16 Oct 2013 Internet Services: the Telecom Operator Perspective 3





Service Composition in the TelCo @

SD ID | [Internal Service

To improve the development of L execution and

orchestration
internal services Telcos started
adopting SDP to restructure their
service layer

Monitoring
Mediation functions

Unfortunately, at the moment, SDP S g
deployments are mainly based on "‘I"“""""g L°°af‘°" C"Wi"f Gatewsy
proprietary solutions: r‘ Sarvica
Enablers
— a reference architecture is still missing e eealaane Wi
Framework (e.g. messaging, Vertical
(e.g., IN, IMS) location) Solutions

Defined an SDP Reference Architecture 3= [busedprotocois (e, Web Ssevices)

4= Resource-specific protocols (e.g., Telco-based)

aiming at supporting a Service Composition model:
— Composite Services are defined by orchestrating Service Components;

— specialized to process asynchronous events and handle large and dynamic
sets of concurrent activities executing long-running transactions (see
"Analysis of Design Patterns for Composite Telco Services", ICIN2010)

Session 6 / Hybrid Composition of Telecom and
15-16 Oct 2013 Internet Services: the Telecom Operator Perspective 4





Service Composition in the Internet @

e High availability of contents and services (Web APIs)
through technologies typical of the Web 2.0 philosophy
such as RSS Feed, Atom, REST-WS, SOAP-WS, etc.

e Availability of tools for the rapid development of
Mashups (a.k.a. Composite Services) that combine
different resources such as Yahoo Pipes!, JackBe Presto,
etc.

Blocks Menu Design Canvas
Search by name

uuuuuu

Session 6 / Hybrid Composition of Telecom and
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Classification @

 We analyze the Service Composition paradigm from the point
of view of the Telcos. We use 2 dimensions:

— Composite Service Location (X axis)

\\ (]

— Service Component Location (Y axis)

. . Telco services exploiting
and 2 possible values: \Web as a Platform’

— IN: the service is running INsj = approach
— OUT: the service is rmmning’OUTside thg' TelCo SDF

(1) In the SDP

/ > o In the Internet
© o0 HYBRID

IN

Session 6 / Hybrid Composition of Telecom and
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The Out/In & In/Out Hybrid models (1/4)

Out/In model In/Out model

Facebook APls Twitter APls

GooqlaaPl ~ Gooqlaar-'l
‘ Third Party
Third Party _ ,_ Service Providers

Service Providers
s-curltych-ck- N \

Nt
Internal Service
execution and
orchestration n

Monitoring
Monitoring

Mediation functions

- Conference Capability
Messaging Location  cparging Gateway
o ¥ I ' ) Service
et - e - o Enablers

Telco Operator —

- Conference Capability
Messaging Location Charging Gateway

S

Telco Operator

<+— ITbased protocols (e.g., Web Services) <+— IT-based protocols (e.g., Web Sservices)

- Resource-specific protocols (e.g., Telco-based) +—> Resource-specific protocols (e.g., Tekor
-1 bﬂSEﬂ)

E.g., Tweet2Call E.g., Call Redirect
on FB status






The Out/In & In/Out Hybrid models (2/4) @

Comparison (from the TelCo perspective):
Out/In vs. In/Out

* Telco service granularity level

— Out/In: the TelCo decides what to expose (and
how)

— In/Out: the usage of native interfaces is allowed

* Programming skills

— Out/In: tools for non-skilled users exists (but
limited functionalities)

— In/Out: deep knowledge of TelCo protocols (but
no limitations)

Session 6 / Hybrid Composition of Telecom and
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The Out/In & In/Out Hybrid models (3/4) @

Comparison (from the TelCo perspective):
Out/In vs. In/Out
e Execution latency

— Out/In: many levels are involved (e.g., the Service
Exposure Layer) — higher latency

— In/Out: direct access to TelCo services — lower
latency

 Composite Service lifecycle management
— Out/In: out of the control of the TelCo
— In/Out: the TelCo manages all the phases

Session 6 / Hybrid Composition of Telecom and
15-16 Oct 2013 Internet Services: the Telecom Operator Perspective 9





The Out/In & In/Out Hybrid models (4/4)

Comparison (from the TelCo perspective):
Out/In vs. In/Out

* Security/ldentity mgmt

Functions

Out/In

In/Out

Functions

| Out/In |

In/Out

Control on message exchanges

Enforcement of policies on service access/usage

firewall and controls at

on in-bound

on in-bound

time and frequency of

on events from external

method mvocation or yes services and on invocations
event reception to check SLA conditions
permission to invoke a
specific method or yes no
subscribe some event
black/white lists of
network addresses used | yes optional for double check
as parameters
allowed values for :

yes optional for double check
parameters

networking level messages messages
controls at application on in-bound on in-bound
protocol level messages messages
. : . if required by
data integrity yes (optional) external service
AAA functions

authentication of the .
3rd Party applications yes optional
appllcgthn-component yes o
subscriptions
generation of logs

yes yes

(monitoring, account.)

15-16 Oct 2013
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Hybrid Service Composition in the SDP

..and we integrate it

We took an already i.nto the SDP
existing Service

COm pOSItIOﬂ platform .. [ \_j External service
[External services Third Party External servic:ej )

Service Provider
Domain

SP1 Q

‘Service Providers |_compenents 4
Orchestrator = || = === e cccc e geecccce e e ——- i
Q < Orchestrator
. (SR)
SP2 Q

O

Telco Operator

G b

<4— HSCP components interactions
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Related works @

* Ericsson Composition Engine
— JEE-based platform for Service Composition

* FOKUS Service Broker
— Based on the State Chart XML technology

* IMS SCIM

— No valuable implementation for that

Session 6 / Hybrid Composition of Telecom and
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Conclusions @

We provided a classification of the different Service
Composition approaches involving the TelCo

We analyzed and compared in depth the two most
promising approaches (i.e., the Out/In & In/Out models)
The bricks classified as “Out” can also be:

— Smart Things (see the iCore project and “Smart Object
Cooperation through Service Composition” @ICIN2011)

— Device capabilities like sensors, storage, user profile, etc.

We proposed the architecture for a SDP supporting both
the models

Future work:
— Integration of the platform in a real world scenario
— Improve the business models involving the TelCo

Session 6 / Hybrid Composition of Telecom and
15-16 Oct 2013 Internet Services: the Telecom Operator Perspective 13
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Introduction

Billion Downloads source: http://www.brand-karma.com/

100
80

60

20

Year
2009 2010 2011 2012 2013 2014 2015

Mobile application downloads, billion downloads (World 2009-2015)
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Observation @

* Most applications provide a singular service

e Apps tend to catch the user for the maximum
amount of time (i.e. maximize the amount of time

the app is used)
* Thus applications do not interact with each other

e This forces the user to invoke each app separately —
sometimes to perform complex tasks

S4: Improving Customer Experience
15-16 Oct 2013 A User-Centric Context-Aware Mobile 3
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Solution: DoTT @

* DoTT helps user to better use the applications
already installed on his/her device

 DoTT uses a simplified language to describe
the task that should be performed when
certain conditions are verified

S4: Improving Customer Experience
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Solution: DoTT @

* Examples:

— Send message to bob happy birthday on his
birthday

— Send sms | am on my way home to my wife when |
leave work

— Text my wife | am on my way home when | leave
work

— Remind me to buy milk when | arrive home

— Play music when | am walking

S4: Improving Customer Experience
15-16 Oct 2013 A User-Centric Context-Aware Mobile 5
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Q..

Challenges

Mapping function

| -
@
Q malc. .
> : 15 Wife
%Offgnggobrave_lfriend
home available Emommgwork
walkafternoon  UNKNOWN DLc

sbadium vacabtionworkday$2
fabher weekend "=
launch  online§

child
Sensor values User values
domain domain
Cloud words from the user domain Abstracting raw context to a

higher user defined information
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Interpreting user input

<grammar DoT>

|

rule
v [ ] ¥
action m condition <EOF>
] ¥ I ] \l
option senvice argument clause
: h — :
<gpsilon> destination text activity
] l ] ¥ IW ]
everything text subject verh object
| — | 1 |
user ﬁ text user
q — |
everything text
7 [
everything

£

fig.3 Example of an Abstract Syntax Tree (AST)

v
text
|

<gpsilon>
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IDENTIFIER

fig.3 non-terminals dependency graph
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architecture

Q..

Context Context Management Interactive
providers Platform User
———————————————————————— | Interfaces
Yo : —
GPS sensor| | Location je—s3 PN { ReEasc?nmg l
1 ngine |
GTalk Presence l&—> l 1
| |
Communi . !
E j Action I : | Que | Input /Output
Phone cation CxB scheduler inter th p /rf p
| preter | interrace
Twitter Social |e—» ¢ :
|
[ Service |
Address Profile (—)[ t ]‘——)[ Directory } |
ok ) Losmregstor .
Service wrappers Messaging Calendar Telephony | | Social media
Communication channels [ Gmail / ] GCalendar Phone Twitter
SMS
fig.3 DoTT architecture
S4: Improving Customer Experience
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Q..

handling rules and context

context updates

user rule l l 1
l CxB
Que | event
interpreter Y
: - Reasoning
action | ;ondltlon Engine
Act‘i‘on j/action
scheduler Service
l aggregator
register(action).on(condition) e
(a) interpretation (a) execution

fig.3 Meta-model for context-awareness
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Lessons learned @

* Android platform efficiently supports
application coordination through the Intent
mechanism,

 ANTLR provides powerful tool to build and
debug DSL (Domain Specific Language)
Interpreters,

* Using Natural language to express context-

aware behavior helps users to easily adopt
context-aware applications

15-16 Oct 2013 Session / Paper Title 11





Summary @

 DoTT (Do This on That) is a platform for
enabling users to coordinate a sequence of
applications

* DoTT relies on a flexible grammar to express
the language behind the rules that define
context-aware aplications
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